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Key messages:
In 2013, ICC BASCAP published a seminal report, “Controlling the zone: Balancing facilitation
and control to combat illicit trade in the world’s Free Trade Zones”. This 2020 update aims to
build on that report by assessing the current environment as well as to shed light on the trends
of counterfeiting and other forms of illicit trade facilitated within free trade zones (FTZs). This
2020 update:
• Looks deeper into the role of FTZs in the context of their unplanned contribution to the
global trade in counterfeiting and piracy. In the last few years, this issue has garnered much
attention among policy makers and law enforcement. Increasingly, national governments
are also recognising the key role that Customs play in FTZs and have strengthened
enforcement—however, there is a lot more left to be done.
• Recognises the impact of the recent outbreak of the novel coronavirus (2019-nCoV or
COVID-19) on companies’ supply chains, trade, and vulnerabilities that allow opportunities
for illicit traders to move contraband in FTZs.
• Addresses the impact that counterfeiting in FTZs has on SMEs, their supply chains and
business operations.
• Provides specific case examples of enforcement actions including Customs seizures within
or having transited FTZs and other examples where FTZs have been exploited by criminal
groups.
• Presents current solutions developed by national governments, private entities and
intergovernmental organisations to mitigate abuse in FTZs.
• Offers new recommendations for governments, Customs and FTZ operators and the World
Customs Organisation.
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EXECUTIVE SUMMARY
ICC’s Business Action to Stop Counterfeiting and Piracy (BASCAP) has established several
working groups that reflect membership priorities to focus on the risks and vulnerabilities of
counterfeiting and piracy. One of these includes the Free Trade Zones (FTZ) Working Group,
established to examine trends of counterfeiting and other forms of illicit trade facilitated within
FTZs. By way of background, in 2013, ICC BASCAP published a seminal report, “Controlling the
zone: Balancing facilitation and control to combat illicit trade in the world’s Free Trade Zones”.
The 2013 document set forth a number of best practices for the private sector, governments
including Customs, and FTZ operators to follow.
With the above in mind, the BASCAP FTZ Working Group decided to update the 2013
document with a set of four main objectives: 1) Strengthen relationships between the private
sector, international organizations and FTZs, its operators and customs agencies around the
world, 2) assist governments to adhere to international conventions in addressing problems
related to FTZs in an effective way, 3) raise awareness of the issues related to FTZs and 4)
address problems related to FTZs in an effective way. To achieve these aims, the members
decided to update guidelines with recent data and enhance partnership with key stakeholders
including other FTZ associations and intergovernmental and non-governmental organizations,
which this document has.
This 2020 update, “Balancing Facilitation and Control to Combat Illicit Trade in Free Trade
Zones-Seminal Report 2020 Update” aims to build on the 2013 report by assessing the
current FTZ environment, including accounting for the massive disruptions from the COVID-19
pandemic, which has magnified existing FTZ vulnerabilities. The 2020 update also sheds
light on how to address these weaknesses created by FTZ processes, including examining
the importance of Customs, the roles international frameworks and agreements provide, the
adoption of ICC best practices and how lessons learned from all parties, private sector and
government, will benefit FTZs in the future. This update provides specific case examples of
successful enforcement actions including Customs seizures within or having transited FTZs and
expands on existing well-established best practices while offering new recommendations for
governments, Customs and FTZ operators.
This document has been subject to numerous consultations within the BASCAP FTZ Working
Group as well as outside stakeholders so as to achieve consensus on the approach and content.
Those external stakeholders include the Pharmaceutical Security Institute, the World Customs
Organization, International Trademark Association, the World Free Trade Zone Organization,
and the ICC World Chambers Federation. The document has also been subject to consultation
with BASCAP members.
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1. INTRODUCTION
The Organisation for Economic Co-operation and Development (OECD) defines Free Trade Zones
(FTZs) as “Countries within which tariffs and non-tariff trade barriers between the members are
generally abolished but with no common trade policy toward non-members”.1 FTZs are known
to have many benefits such as promoting trade and business opportunities, keeping logistics
costs low, reducing red tape and bureaucratic formalities, increasing foreign exchange earnings,
creating employment opportunities and attracting investments. However, the legitimate aims
of FTZs can in some instances be exploited by criminals, as is set out in this publication.
In 2013, ICC BASCAP published a seminal report, “Controlling the zone: Balancing facilitation
and control to combat illicit trade in the world’s Free Trade Zones”. This 2020 update aims to
build on that report by assessing the current environment as well as sheds light on the trends
of counterfeiting and other forms of illicit trade facilitated within FTZs. This update provides
specific case examples of enforcement actions including Customs seizures within or having
transited FTZs and expands on existing well-established best practices while offering new
recommendations for governments, Customs and FTZ operators.
This update looks deeper into the role of FTZs in the context of their unplanned contribution
to the global trade in counterfeiting and piracy. It is clear that in the last few years, this
issue has garnered much attention among policy makers and law enforcement. Increasingly,
national governments are also recognising the key role that Customs play in FTZs and have
strengthened enforcement.
However, as demonstrated by the OECD and the European Union Intellectual Property Office
(EUIPO) in their joint study, ‘Trade in Counterfeit Goods and Free Trade Zones: Evidence from
Recent Trends’,2 counterfeiting in FTZs continues to be a persisting and growing problem. The
report provides robust empirical evidence that confirms and documents the increasing links
between counterfeits and FTZs.
Significantly, the outbreak of novel coronavirus (2019-nCoV or COVID-19) has dramatically
affected companies’ supply chains, trade and vulnerabilities that allow opportunities for illicit
traders to move contraband. The 2020 COVID-19 pandemic overwhelmed global business and
to date has created the most substantial negative supply chain security effect in history. The
lack of genuine products and supplier disruption has been devastating to legitimate businesses,
with declining supply chains, and reduced production to adjust to decreasing supplies. High
demand and declining supply chains have caused reductions in maritime imports and exports
and at least at the onset of the pandemic, the demand for maritime shipping dwindled due to
the shortage of goods and products. The COVID-19 pandemic provided more opportunities
for criminal elements who sought to take advantage of the rise in demand and subsequent
shortages of many parts and products, as well as it notably relaxed Customs examinations
and inspections due to quarantine requirements and in order to facilitate existing trade. These
massive disruptions from the pandemic magnified existing FTZ vulnerabilities. In the future we
will likely see just how significantly the role of FTZs contributed to these vulnerabilities.
Consequently, the objective of updating this publication is to continue to promote FTZs and
their contribution to country economies however as recommended in the first report, ensure
that governments are not contributing to illicit activities because of lack of action within FTZs.
Insufficient oversight and relaxation of Customs enforcement authorities will continue to enable
and support illicit trafficking of counterfeit goods and contraband.

1 O
 ECD, Free Trade Area, available at https://stats.oecd.org/glossary/detail.asp?ID=3128#:~:text=A%20free%20trade%20
area%20is,examples%20of%20free%20trade%20areas
2 O
 ECD, Trade in Counterfeit Goods and Free Trade Zones (2018), available at https://www.oecd-ilibrary.org/trade/
trade-in-counterfeit-goods-and-free-trade-zones_9789264289550-en
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2. VULNERABILITIES TO COUNTERFEITING AND PIRACY
Free trade zones can contribute to economic growth…
The 2013 report presents evidence on the benefits of FTZs to stimulate the area’s economy,
and promote economic growth in foreign investment, employment, technology transfer, and
industrialisation. The continued enthusiasm for FTZs among national governments globally
demonstrates that FTZs have become indispensable tools for global business.
A range of definitions has been used in existing publications to give meaning to the term of
an FTZ. FTZs are also given a wide variety of names, such as special economic zones (SEZ),
free ports (FP), free economic zones (FEZ), export processing zones (EPZ), technological free
zones (TFZ), industrial free zones (IFZ), enterprise zones, specialised zones, logistic zones,
etc. This 2020 update maintains the similar scope of definition of FTZs as per the 2013 report.
This paper uses the term of FTZs to mean designated areas that in most cases lie outside the
customs jurisdiction of the economies concerned and are not subject to customs duties or
most of the other customs procedures that would otherwise apply to imported merchandise.
Foreign goods may be moved into FTZs for operations including storage, exhibition, assembly,
manufacturing, and processing. FTZs are subject to the laws and regulations of the host
country as well as those of the jurisdictions and communities in which they are located.
These zones offer a number of incentives to attract business and trade, including nondiscriminatory access to the zone, streamlined customs procedures, import and export duty
exemptions, and liberal foreign exchange policies.

Total number of SEZs

... of which under
development

Additional SEZs
planned
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The success of FTZs can be seen in their dramatic growth over the last four decades. In 1975,
there were only 79 FTZs worldwide, employing roughly 800,000 people. Today, it is estimated
that FTZs are used by more than 145 economies around the world, almost three quarters
of developing economies and almost all transition economies. At least 500 more zones
(approximately 10 per cent of the current total) have been announced and are expected to
open in the coming years.3 While the zones have proliferated in all regions worldwide, Asian
zones account for some 85% of total zone workers worldwide, with China alone hosting over
half of all SEZs in the world. Other countries with high numbers of SEZs include India, the
United States and the Philippines. Most enterprises in zones are engaged in labour-intensive
assembly operations, notably in the apparel, textile and electric and electronics industries.4
Over time, the framework in which FTZs operate has changed markedly. Traditionally, zones
were fairly confined institutions in terms of policy and in their geographic locations with tightly
controlled privileges that extended to businesses operating from these zones. Typically, around
80-100% of the products and services were export oriented, but now all this has undergone
dramatic changes. Currently, these zones are viewed as mechanisms to promote domestic as
well as international trade and facilitate liberalisation and bring modernisation into host countries.
An increased emphasis has been placed on encouraging linkages with domestic economies and
promoting spill-over effects.5 Another relevant and noticeable change is in the ownership of FTZs.
Previously these zones were almost wholly government controlled—however, over time there has
been an evident increase in the role of private entities running and managing FTZs.

…but insufficient oversight is a major enabler of counterfeiting
Unsurprisingly, since the publication of the previous report, there have not been vast improvements
in limiting criminal activities in FTZs. While FTZs provide several benefits to host countries and to
businesses, these zones continue to attract criminal groups to facilitate a range of illicit activities.
In 2019, the OECD acknowledged “that some economic operators may take advantage of
inadequate oversight, control and the lack of transparency in FTZ to commit trade fraud,
intellectual property rights (IPR) infringement, smuggle contraband, facilitate the proliferation
of weapons and launder the proceeds of crime”.6
The very reason that FTZs are so popular—the relaxation of regulations and oversight of
operations—has also made them attractive to criminal networks and those involved in the
manufacture, packaging and distribution of counterfeit goods.
Increasingly, counterfeiters use transit or transhipment of goods, through multiple, geographically
diverse FTZs for no other purpose than to disguise the illicit nature of the products. Once introduced
into an FTZ, counterfeit goods may undergo a series of economic operations, including assembly,
manufacturing, processing, warehousing, re-packaging, and re-labelling. Once completed, the goods
can be imported directly to the national territory of the hosting state or re-exported to another FTZ,
where the process is repeated. Since the declared origin of a product serves as a key risk indicator
for IP rights violations, this game of “musical chairs” serves to disguise the fake products’ illegal
origins and limits the ability of law enforcement agents to apprehend the counterfeits.
Over and above IPR abuses, the same criminal networks participate in other predicate crimes
that include illicit trafficking in narcotics, fraud, illicit arms trafficking, illicit trafficking in stolen
or other goods, and forgery.
This hijacking of FTZs not only impairs the zones’ primary function—to facilitate legitimate

3 U
 NCTAD, Special Economic Zones (2019), available at https://unctad.org/en/PublicationChapters/WIR2019_CH4.pdf
4 O
 ECD, Trade in Counterfeit Goods and Free Trade Zones (2018), available at https://www.oecd-ilibrary.org/trade/
trade-in-counterfeit-goods-and-free-trade-zones_9789264289550-en
5 IBID
6 OECD, OECD Recommendation on Countering Illicit Trade: Enhancing Transparency in Free Trade Zones (2019),
available at https://www.oecd.org/governance/risk/recommendation-enhancing-transparency-free-trade-zones.htm
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trade—but also creates an enormous drain on the global economy. Billions of Euros in legitimate,
economic activity are being crowded out, facilitating “underground economies” that deprive
governments of revenues and dislocate hundreds of thousands of legitimate jobs. At the same
time, such subversive activity is exposing consumers to deficient or even dangerous products.
International trade conventions and agreements governing the enforcement of IPRs have not
kept pace with this rapid exploitation of FTZs. For instance, the TRIPS Agreement—the world’s
most broadly subscribed international IP protection agreement—does not oblige members
to make border measures available with respect to transhipped goods. Even more alarming,
by applying unique laws and Customs rules within FTZs, some governments and Customs
authorities have questioned whether they even have jurisdiction to exercise control in FTZs.
The absence of international standards on IPR enforcement in FTZs has produced a sense of
perceived immunity over goods in FTZs, creating exactly the type of environment that allows
counterfeiters and organised crime groups to flourish.

2.1. SMEs and FTZs
Small and medium enterprises (SMEs) play an important role in all economies: they make
up over 95 per cent of enterprises and account for 60 to 70 per cent of jobs in most OECD
countries. They are the backbone of mostly all economies generating a huge part (typically
around 66%) of the GDP of a country.7 This is likewise true regarding their agility as a company
in that they are more flexible due to their size and are often able to react immediately and
guarantee timely delivery to locally based industry compared to larger corporations.
Involving SMEs more in FTZs offers a variety of advantages. But there are also challenges
to cope with for the SMEs involved in designing the future policies, rules and procedures in
managing a free zone. In a global supply chain, many partnering firms are normally SMEs
supporting a focal firm in the process of supplying raw materials to the delivery of final products
and services to end customers. In context to the supply chain of the focal firm, SMEs play “a
very crucial role in attaining cost efficiencies in procurement and production processes, and the
accurate and timely delivery of products and services from FTZs to the end customers.8
SMEs need to be cognizant of the significantly overlooked problem of raw materials, ingredients and
counterfeit components that make up a company’s larger final product. These inferior or adulterated
components and parts may contain the classic counterfeits bearing trademark violations, logos,
markings and sometimes legitimate serial numbers lifted from products of respected manufacturer.
Some of these products also bear no brand names shipped with documentation falsely certifying
that the product is of a certain quality, has met required standard material testing, or possess
important properties. The intended or non-intended purchase and use of low-grade, inferior
raw materials and products cuts costs tremendously, boosts profits and allows the counterfeit
manufacturer to undercut the authentic competition. These products can enter the supply chains
of legitimate businesses and brands, especially during times of high demand and shortages. This
is especially of importance under the recent COVID-19 crisis as increasingly in the face of global
challenges, SMEs are operating with limited resources and capacities.
SMEs must not only recognise the challenges that come with internationalisation but they also need
the skills and knowledge of how to globally access platforms, toolkits and a portfolio of services,
such as the utilization of FTZs and their processes, which are already available and freely accessible
to SMEs. However, SMEs may not be aware of how to benefit from such services, which puts them
at a significant disadvantage.9 As FTZs generate numerous and impressive numbers of work places,
SMEs will play a greater role and be an integral part of the supply chain integrity process and FTZs.
7 O
 ECD, Small Business, Job Creation and Growth: Facts, Obstacles and Best Practices, available at https://www.oecd.
org/cfe/smes/2090740.pdf
8 World Free Zones Organization,The World of Free Zones, Towards a New Global Order, available at http://www.
worldfzo.org/Portals/0/OpenContent/Files/614/The_World_of_Free_Zones-Towards_a_New_Global_Trade_Order.pdf
9 IBID
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2.2. Findings from the OECD-EUIPO study on FTZs
The 2018 OECD EUIPO Trade report, ‘Counterfeit Goods and Free Trade Zones’, quantitatively
and qualitatively examined the economic role played by FTZs, especially in the context of trade
in counterfeit and pirated goods. It has done so by analysing the economic rationales for FTZs
from the perspectives of both host countries and industry, and it has conducted an econometric
analysis of the role that the FTZs play in spurring trade in counterfeit and pirated goods.
While stating the economic benefits of FTZs, the OECD also raises several valid arguments
to point to disadvantages that FTZs bring to national governments. FTZs are seen as overly
permissive, allowing companies operating within them to get away with poor workplace health
and safety conditions and to engage in illicit operations. From a third country standpoint, FTZs
feature among the list of transit points for trading in counterfeits.
The findings from this study point clearly to the misuse of FTZs to conduct illicit trade and
a correlation between FTZs and a higher volume of trade in counterfeits. There are several
enablers that permit the increasing crimes in FTZs—this includes lack of effective IPR
protection and enforcement in these zones by host countries and insufficient customs control
and the overall volume of trade. The study also suggests that the existence, number and size
of FTZs increase the value of counterfeit and pirated products exported by a given economy.
The findings indicate that one additional FTZ within an economy significantly increases
counterfeiting by 5.9% on average. In other words, keeping all other factors constant, the
establishment of a new FTZ in a given economy is likely to result in higher volumes of trade
in fakes departing from this economy.

2.3. IPR abuses facilitated in FTZs
The 2016 report by the OECD, in partnership with the European Union Intellectual Property Office
(EUIPO), found that counterfeiting and piracy in international trade has grown from $250 billion
annually in 2008 to more than $461 billion in 2013—representing an increase of more than 80% in less
than 10 years and representing more than 2.5% of world trade. Frontier Economics projected these
findings into 2022 and reported that the international trade in fakes could be as much as $991 billion.10
The global illicit economy is experiencing a boom across a wide spectrum of activities including
narcotics, arms trafficking, human smuggling and trafficking, smuggling of antiquities, cultural
artifacts, rare wildlife and illicit white tobacco products, money laundering and—the subject of
this report—intellectual property theft in the form of counterfeiting and piracy.

Case study: Counterfeit Electronic Products
The free movement of goods within the Economic Community of West African States
(ECOWAS) make it difficult to police the circulation of counterfeit products in the region.
Investigators have cited the free port of Lomé as a source of counterfeit products into
its neighbours. Electronic products move across borders with minimal regulation and
control through several free zones. This adds to the regional vulnerabilities regarding the
counterfeiting and IP theft phenomena.11
Exploitation of the legitimate supply chains that service legal trade is common to all forms of illicit trade
and it is in many cases the same criminals that manipulate the same transit routes and exploit the same
governance gaps. Like most forms of illegal activity, illicit trade thrives where regulation is weak or nonexistent, where there’s little to no formal oversight, and where governments fail to share information
10 International Chamber of Commerce, The Economic Impacts of Counterfeiting and Piracy (2016), available at
https://iccwbo.org/publication/economic-impacts-counterfeiting-piracy-report-prepared-bascap-inta/
11 Intergovernmental Action Group Against Money Laundering in West Africa, Research Report: Anti-Money
Laundering and Combating the Financing of Terrorism (2017), available at https://www.giaba.org/media/f/1030_
TYPOLOGIES%20REPORT%20ON%20MLG%20ARISING%20FROM%20EC%20AND%20IPT%20THEFT%20IN%20
WEST%20AFRICA-FINAL.pdf
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and cooperate with stakeholders from the international community and the private sector. For example,
the Hong Kong Trade Description Ordinance prohibits imports and exports of goods bearing
counterfeit marks except for goods in transit.12 Needless to say, such regulatory gap only facilitates
the exploitation of FTZs by illicit traders who move illegal counterfeit products around the world.
This is the case with the exploitation of FTZs by illicit traders to move illegal counterfeit
products around the world.
This hijacking of FTZs not only impairs their primary function—to facilitate legitimate trade—but
also creates an enormous drain on the global economy. Billions in legitimate economic activity
are being crowded out, facilitating “underground economies” that deprive governments of
revenues and dislocate hundreds of thousands of legitimate jobs.

2.4. Associated crimes facilitated by FTZs
2.4.1. Money laundering
In recent years, there is increasing evidence to demonstrate that FTZs are proving to be
attractive to money launderers. In its July 2019 report, the European Commission warned that
FTZs pose risks, among others, as far as money laundering is concerned.13
FTZs are misused by money launderers for several reasons including: absence or inadequacy
of anti-money laundering framework, relaxed regulations and low transparency, and difficulties
related to cross-system/department coordination.14
One of the main methods by which criminals launder the proceeds of crime is trade-based
money laundering (TBML). The Financial Action Task Force (FATF) defines TBML as “the process
of disguising the proceeds of crime and moving value through the use of trade transactions in an
attempt to legitimize their illicit origins”.15 According to FATF, TBML schemes often include false
documentation used to justify the transfer of value from one jurisdiction to another.16

Case study: Trade Based Money Laundering
A wholesale clothing company established within an FTZ in a Dutch Caribbean island of
Curacao imported clothing from Asia. The goods were stored tax-free in the wholesaler’s
FTZ warehouses. The vast majority of the clothing was then sold to Venezuela. In return,
the FTZ-based company obtained illicit funds from drug trafficking amounting to millions
of U.S. dollars in cash. The wholesaler claimed to the bank that the money were the
proceeds from the sale of clothes to Venezuela. The investigation resulted in 11 arrests,
the confiscation of funds, real estate and luxury cars. This case study demonstrates how
legitimate business could be used by criminals to launder their money.17

12 O
 ffice of the United States Trade Representative, 2018 Out-of-Cycle Review of Notorious Markets (2018), available
at https://ustr.gov/sites/default/files/2018_Notorious_Markets_List.pdf; OECD and European Union Intellectual
Property Office, Trade in Counterfeit Pharmaceutical Products (2020), available at https://www.oecd-ilibrary.org/
docserver/a7c7e054-en.pdf?expires=1598622180&id=id&accname=guest&checksum=18452686316061088C8728776
9C4A053; European Commission, Report on the protection and enforcement of intellectual property rights in third
countries (2020), available at https://trade.ec.europa.eu/doclib/docs/2020/january/tradoc_158561.pdf
13 E
 uropean Commission, Report from the Commission to the European Parliament and The Council—on the assessment of the
risk of money laundering and terrorist financing affecting the internal market and relating to cross-border activities (2019),
available at https://op.europa.eu/en/publication-detail/-/publication/0b2ecb04-aef4-11e9-9d01-01aa75ed71a1/language-en
14 World Scientific, Chapter 11: Money Laundering and Anti-Money Laundering in Free Trade Zones: International Experience
and Shanghai Strategies, available at https://www.worldscientific.com/doi/pdf/10.1142/9781938134777_0011
15 F
 inancial Action Task Force, Trade Based Money Laundering (2006), available at https://www.fatf-gafi.org/media/
fatf/documents/reports/Trade%20Based%20Money%20Laundering.pdf
16 F
 inancial Action Task Force, Money Laundering Vulnerabilities of Free Trade Zones (2010), available at https://www.
fatf-gafi.org/media/fatf/documents/reports/ML%20vulnerabilities%20of%20Free%20Trade%20Zones.pdf
17 F
 inancial Action Task Force, Money Laundering Vulnerabilities of Free Trade Zones (2010), available at https://www.
fatf-gafi.org/media/fatf/documents/reports/ML%20vulnerabilities%20of%20Free%20Trade%20Zones.pdf
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In March 2010, FATF issued a report on money laundering vulnerabilities of FTZs. The report
contains several best practices, recommendations and guidance on fighting money laundering
in FTZs, which is relevant even today. In particular, national authorities must oversee and
supervise all operations in FTZs as well as ensure that sanctions for violations of all applicable
laws and regulations are enforced, while businesses active in FTZs must comply with all
applicable laws and regulations and be required to report suspicious activities to the competent
authorities.18

2.4.2. Corruption
FTZs have also played a role in fostering corruption.19 Corrupt practices are capable of
discrediting FTZs which have proved effective in bringing trade benefits and providing millions
of people with employment.20 It should be noted that corrupt practices as part of the FTZ
process often go hand in hand with other illegal activities including illicit wildlife trade. The
OECD in its publication on the illegal wildlife trade in Southeast Asia has outlined, with a
reference to CITES’ 2017 resolution (Conf. 17.6), corruption risks related to the illegal wildlife
trade. Among others, such risks include sentencing anomalies in the courts; tampering with
evidence; leakage or theft from evidence stockpiles.21 While CITES’ 2017 resolution (Conf.
17.6) does not specifically address the situation within FTZs,22 it is fair to say that the same
corruption risks are capable of affecting trade within them.

Case study: The Golden Triangle Special Economic Zone
The Golden Triangle Special Economic Zone (GTSEZ) is a global hub for illegal wildlife trade
situated in Lao PDR close to the borders of Thailand and Myanmar. Wildlife trade products
offered in GTSEZ include, among others, live specimens and internationally trafficked pieces
of elephant skin, ivory, rhino horn.23 Concerns have been voiced before that existing laws on
FTZs in Lao PDR contain loopholes rendering these zones prone to corrupt practices.24
In January 2018 the U.S. Department of the Treasury’s Office of Foreign Assets Control
(OFAC) stated that the Zhao Wei Transnational Criminal Organization (Zhao Wei TCO)
exploits GTSEZ by engaging in, among others, bribery. According to the OFAC the illegal
activity was facilitated through the Kings Romans Casino located within the FTZ. As a result
of the OFAC actions assets of four individuals and three entities under U.S. jurisdiction were
frozen, and U.S. persons were generally prohibited from engaging in transactions with them.25
A number of recommendations that can be used by governments with a view to eliminating
vulnerabilities in FTZs are put forward in this paper. Successful implementation of these
recommendations is likely to result in the reduction of the level of corruption in FTZs. It should
be noted, however, that there is no universal blueprint for fighting corruption within the FTZ
18 F
 inancial Action Task Force, Money Laundering Vulnerabilities of Free Trade Zones (2010), available at https://www.
fatf-gafi.org/media/fatf/documents/reports/ML%20vulnerabilities%20of%20Free%20Trade%20Zones.pdf
19 C
 ommission on Security and Cooperation in Europe, U.S. Helsinki Commission, Free Trade Zones, available at https://
www.csce.gov/international-impact/events/free-trade-zones
20 F
 oreign Policy, Free Trade or Penalty-Free Crime? (2013), available at https://foreignpolicy.com/2013/02/13/freetrade-or-penalty-free-crime/
21 O
 ECD, The Illegal Wildlife Trade in Southeast Asia : Institutional Capacities in Indonesia, Singapore, Thailand and
Viet Nam (2019), available at https://www.oecd-ilibrary.org/governance/the-illegal-wildlife-trade-in-southeastasia_14fe3297-en
22 CITES, Prohibiting, preventing, detecting and countering corruption, which facilitates activities conducted in
violation of the Convention, available at https://www.cites.org/sites/default/files/document/E-Res-17-06_0.pdf
23 OECD, The Illegal Wildlife Trade in Southeast Asia : Institutional Capacities in Indonesia, Singapore, Thailand and
Viet Nam (2019), available at https://www.oecd-ilibrary.org/governance/the-illegal-wildlife-trade-in-southeastasia_14fe3297-en
24 C
 ITES, Convention on International Trade In Endangered Species of Wild Fauna and Flora (2016), available at
https://cites.org/sites/default/files/eng/com/sc/67/E-SC67-12-01.pdf
25 U
 S Department of the Treasury, Treasury Sanctions the Zhao Wei Transnational Criminal Organization (2018),
available at https://home.treasury.gov/news/press-releases/sm0272
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process. It can, however, be argued that transparency is key to reducing the level of corruption.
Nevertheless, any attempt to make an FTZ more transparent should, in the first place, have
regard to the uniqueness of a given area.

2.4.3. Illicit trade in tobacco
A large part of the illicit trade in tobacco takes place in FTZs. In this regard, unlawful activities
in FTZs vary, ranging from the manufacturing and transshipment of illicit whites to the diversion
of legitimate products into the black market.26 Criminal groups land illegal consignments,
manipulate documentation, and/or reload shipments that transit through FTZs. After
concealing the origins of the consignment and the identity of the original supplier, goods can
be re-exported illegally without customs intervention.

Case study: Port of Bar Free Zone
The Port of Bar in Montenegro is a FTZ well-known for cigarette smuggling. The Global
Initiative Against Transnational Orgranised Crime report states that in 2018 more than
43 million cigarettes were confiscated entering the Port of Bar. It follows from the report
that cigarettes loaded at Bar are mainly heading to Libya, Egypt, Lebanon and Cyprus.
However, it is alleged that often instead of reaching its destination, the cigarettes are
diverted into the EU contraband market.27 Recognising the challenges posed by the illicit
tobacco trade in the Port of Bar free zone, the European Commission notes that the
customs administration should continue to pursue international cooperation as far as this
issue is concerned.28
The Framework Convention on Tobacco Control (FCTC), which is the first international treaty
negotiated under the auspices of the World Health Organization (WHO), came into force in
2005.29 Soon after, negotiations for the development of a supplementary international treaty
began resulting in the Protocol to Eliminate Illicit trade in Tobacco Products. Article 12 of the
Protocol is specifically devoted to FTZs. The Protocol requires State Parties to “implement
effective controls on all manufacturing of, and transactions in, tobacco and tobacco products,
in free zones, by use of all relevant measures as provided in this Protocol”. Such relevant
measures include the setting up of track and trace systems, due diligence measures, the
establishment of a licensing system.30

26 P
 MI, Fighting Illicit Trade: Free Trade Zones (2018), available at https://www.stopillegal.com/docs/default-source/
position-papers/ftz-position-paper-may-2018.pdf?sfvrsn=4dee70d7_2, page 3.
27 The Global Initiative Against Transnational Organised Crime, Hotspots of Organised Crime in the Western Balkans
(2019), available at https://globalinitiative.net/wp-content/uploads/2019/05/Hotspots-Report-English-16May1245Web.pdf
28 E
 uropean Commission, Montenegro 2018 Report, Accompanying the document, Communication from the
Commission to the European Parliament, the Council, the European Economic and Social Committee and the
Committee of the Regions (2018), available at https://ec.europa.eu/neighbourhood-enlargement/sites/near/
files/20180417-montenegro-report.pdf

29 WHO,
About the WHO Framework Convention on Tobacco Control, available at https://www.who.int/fctc/about/en/
30 WHO, FCTC, Protocol to Eliminate Illicit Trade in Tobacco Products, available at https://apps.who.int/iris/bitstream/
handle/10665/80873/9789241505246_eng.pdf;jsessionid=8BDFAC345C005E5EEB8FD57F3AB56F05?sequence=1
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2.5. Specific vulnerabilities: how traffickers exploit free trade zones
Introduced into an FTZ, counterfeit goods may undergo various economic operations, including
assembly, manufacturing, processing, warehousing, re-packaging, and re-labelling. Once
completed, the goods can be imported directly to the national territory of the hosting state
or re- exported on to another FTZ, where the process is repeated. Counterfeiters use transit
or transhipment of goods, through multiple, geographically diverse FTZs for no other purpose
than to disguise the illicit nature of the product.
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• Once in an FTZ, goods may undergo various economic operations, including assembly,
manufacturing, processing, warehousing, repackaging, relabelling, storage, and then further
shipment. In an unregulated FTZ, counterfeiters can manufacture goods from raw materials
or subcomponents, just as they would outside the FTZ. The advantage of the FTZ is that
goods can be misrepresented as transhipped from a country of legitimate production.
Methods of deception range from straightforward smuggling in containers with false walls
and cover loads to “mis-descriptions” of goods. In some countries, shipping forms do not
have to show brand names. Counterfeiters exploit this relaxed shipping policy by listing
descriptions that have nothing to do with the actual goods. Some domestic and FTZrelated companies can even be unwitting partners to counterfeiting. A printer, for example,
may produce trademark infringing packaging materials under the direction of third parties
purporting to be legitimate licence holders.
• Additional difficulties arise when FTZs share a physical territory with a residence
population that consumes goods in the zone and where the FTZ is also a shopping
location for visitors. Commercial quantities of pirated or counterfeit goods are brought to
the FTZ with little or no Customs supervision. They are further disguised for shipment to
countries beyond the zone. This report specifically notes that counterfeiters use FTZs to
disguise products’ primary origin.
• A recent trend in counterfeiting is the increasing use of small parcels to move counterfeit
goods, which only exacerbates the difficulties of enforcing IP in transit hubs. Often, parcels
containing counterfeit goods are mailed to developed economies from FTZs, such as Hong
Kong and Singapore, which serve as “transit points”.31 OECD stated, that “postal parcels
are the top method of shipping bogus goods…” It also identified trade hubs like Hong
Kong and Singapore as well as FTZs such as those in the UAE as locations used to move
counterfeit goods.32
• Tracking and treatment of shipped goods require coordination between Customs’
document management systems and FTZ administration. A lack of IT system coordination
may not be a significant problem if Customs has access to FTZ automation systems and
company systems in the FTZ, so reusable IT data can be exchanged. Without coordination
or access to data by Customs, however, FTZs are easy targets for re-documenting
shipments and hiding the origins, contents, and destinations of illicit goods. These
covert operations allay the suspicions of Customs in subsequent transit ports and final
destinations, turning zones into both laundering and distribution points for counterfeit
goods. Opportunities for counterfeiting, IPR violations, and other crimes are greatly
reduced when the national Customs authority works inside the FTZ and can periodically
observe and review company operations.

31 O
 ffice of the United States Trade Representative, 2018 Out-of-Cycle Review of Notorious Markets (2018), available
at https://ustr.gov/sites/default/files/2018_Notorious_Markets_List.pdf; OECD, Mapping the Real Routes of Trade in
Fake Goods (2017), available at https://www.oecd-ilibrary.org/docserver/9789264278349-en.pdf?expires=159861042
3&id=id&accname=guest&checksum=FEAA713A6C3C8C38F176CF2DEE45719C
32 OECD, Global trade in fake goods worth nearly half a trillion dollars a year - OECD & EUIPO (2016), available at
https://euipo.europa.eu/ohimportal/en/web/observatory/trends-in-trade-in-counterfeit-and-pirated-goods
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2.5.1. Illustrations of abuse and supply chain routes33
DISCLAIMER: the case studies presented below are extracted from the relevant sources cited
therein. ICC BASCAP does not hold any responsibility or liability in this regard in citing thirdparty sources.

USA: Customs Bonded Warehouses and FTZs34
A U.S. company received shipments of alcohol and tobacco from domestic and international
suppliers at Customs Bonded Warehouses (CBW) and FTZs. The company would repackage
the merchandise and ship it to out under the name of another company to other CBWs and
FTZs, ultimately smuggling it into markets for sale. Investigators were able to determine the
company behind the criminal activity used double invoicing, false Customs forms, a counterfeit
Customs stamp, and forged signatures of Customs officials to facilitate the smuggling,
transhipment, and sale of the untaxed cigarettes.
Law enforcement seized USD 947,195 worth of untaxed alcohol and cigarettes that had been
prepared to be smuggled out of the United States. The investigation resulted in the arrests and
convictions of 12 people who were also involved in an illegal weapons and drug distribution
organisation associated with the Abu Sayyaf Group, a terrorist organisation based in the
Philippines. This case exposed three main vulnerabilities in FTZ and CBWs:
• The lack of processing standards and associated due diligence: Ports operate differently and
apply different standards. Some ports require that ship handlers must receive pre-approval in
person with all relevant documentation prior to making deliveries. Other ports require that the
delivery take place first and only then are some of the relevant forms supplied.
• Transactions are initially conducted via paper and the entry into an automated system is
not standard in all ports: This makes it easier to facilitate the diversion. Some ports input
the movement of bonded merchandise, but other ports do not expose the vulnerability of
some ports.
• Easy to repackage and smuggle within FTZs as activities within zones are not closely
monitored: This provides a way to change the country of origin, company name, contents,
quantity and price. Lack of oversight may also provide an opportunity to smuggle goods
into or out of FTZs or CBW.

Panama: Colon Free Zone (CFZ)35
Smuggling of illicit white cigarettes is reportedly “rampant in CFZ”.36 The main countries of
origin for these cigarettes are China, India, the United Arab Emirates and Paraguay.37 From
CFZ, some “cigarettes go direct to their destination economies like the Colombia, Dominican
Republic, Ecuador and Costa Rica.”38 The reason these cigarettes, and many other forms of
illicit trade, pass through several zones is to alter their certificate of origin—a practice often
referred to as “origin laundering”.39
“Panama does have a few somewhat unique factors involved, at least as regards free trade.”40
33 D
 ISCLAIMER: Please note that the case studies presented below are extracted from the relevant sources cited
therein. ICC BASCAP does not hold any responsibility or liability in this regard in citing third-party sources.
34 FATF, Money Laundering vulnerabilities of Free Trade Zones (2010), available at https://www.fatf-gafi.org/media/
fatf/documents/reports/ML%20vulnerabilities%20of%20Free%20Trade%20Zones.pdf
35 The Economist Intelligence Unit and the Transnational Alliance to Combat Illicit Trade (2018), available at https://
deliverchange.economist.com/wp-content/uploads/2019/11/EIU-Global-Illicit-Trade-Environment-Index-2018-FTZJune-6-FINAL.pdf
36 IBID
37 IBID
38 IBID
39 IBID
40 IBID
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Chief among them, is the way that “trade in contraband is mixed in with money laundering
in the country.”41 Panama’s open banking laws, the dollarisation of the economy and “lax and
often corrupt judicial system”42 make it a “natural hub for global money laundering activities.”43
“Many cases are not prosecuted because the illicit goods do not actually enter Panamanian
territory.”44 Authorities often do not prioritise “enforcement against smuggling and other illicit
activities within CFZ because they view it as “other countries’ problems.”45

Singapore: Transhipment hub46
Singapore is the world’s largest transhipment hub and has nine FTZs in total, two of which
are attached to Changi, the state’s airport and the Southeast Asian hub for multiple airlines.47
According to the Office of the United States Trade Representative’s (USTR) 2018 Out-of-Cycle
Review of Notorious Markets, right holders have complained about the courts’ unwillingness to
issue search warrants for illicit goods entering the Singapore FTZs.48 The problem, however, is
even more profound when it comes to illicit goods transiting through them.49
“Unresolved loopholes in legislation for goods-in-transit continue to be regularly and widely
exploited by traffickers in illicit goods.”50 The Economist Intelligence Unit has flagged its
concerns about the situation in Singapore as a problem due to a lack of vigilance over its
FTZs as the country is “turning a blind eye to many forms of illicit trade, the effects of which
reverberate throughout the Asian region and the rest of the world”.51

United Arab Emirates: Jebel Ali Free Zone52
The Jebel Ali Free Zone, also known as ‘JAFZA’, was established in 1985 in the United Arab
Emirates (UAE). JAFZA is one of the world’s busiest transhipment hub, with an annual
container throughput of more than 15 million twenty-foot equivalent units, or TEUs, the
standard measure of port activity in the shipping industry.53 It is also a massive site for
manufacturing. Seventy-five hundred companies have operations within JAFZA, processing,
assembling and producing a wide variety of goods for export, primarily to Europe and SubSaharan Africa.54
The US noted unwillingness in emirate-level Customs authorities to enforce IP in FTZs as
well as to engage bilaterally on these issues.55 According to the Office of the United States
Trade Representative’s (USTR) 2020 Special 301 Report, some enforcement authorities fail
to regularly investigate and take enforcement actions against counterfeiters. The Report also

41 IBID
42 Insight Crime, Panama Profile (2018), available at https://www.insightcrime.org/panama-organized-crime-news/
panama/
43 The Economist Intelligence Unit and the Transnational Alliance to Combat Illicit Trade (2018), available at https://
deliverchange.economist.com/wp-content/uploads/2019/11/EIU-Global-Illicit-Trade-Environment-Index-2018-FTZJune-6-FINAL.pdf
44 IBID
45 IBID
46 IBID
47 IBID
48 O
 ffice of the United States Trade Representative’s (USTR) 2018 Out-of-Cycle Review of Notorious Markets available
at https://ustr.gov/sites/default/files/2018_Notorious_Markets_List.pdf, page 10
49 IBID
50 T
 he Economist Intelligence Unit and the Transnational Alliance to Combat Illicit Trade (2018), available at https://
deliverchange.economist.com/wp-content/uploads/2019/11/EIU-Global-Illicit-Trade-Environment-Index-2018-FTZJune-6-FINAL.pdf
51 IBID
52 IBID
53 IBID
54 IBID
55 O
 ffice of the United States Trade Representative’s (USTR) 2020 Special 301 Report available at https://ustr.gov/
sites/default/files/2020_Special_301_Report.pdf, page 25
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notes that unless requested, Customs do not consistently seize or destroy counterfeit goods.56
Separately, the USTR also specifically expresses concerns over enforcement difficulties in
JAFZA in its 2018 Out-of-Cycle Review of Notorious Markets. It reports that right holders’ failed
to intercept sixteen containers of counterfeit products imported into the FTZ because of the
lack of response from JAFZA and Dubai Customs. The contents were separated and further
relocated into different containers.57
The Economist Intelligence Unit reports that, “because of the size of the zone’s manufacturing
base, which produces large volumes of genuine goods, JAFZA has become a major hub for
illicit trade, especially trade in counterfeits and other IP-infringing goods.” 58 In some cases,
“counterfeits are assembled within the zone from parts imported separately; in others, the raw
materials are imported and counterfeiters manufacture the goods from scratch. Once complete,
the counterfeit goods are shipped throughout the region and also to Europe.”59

Paraguay: Ciudad del Este
Reports suggest that Ciudad del Este is a hub for counterfeiting in a wide variety of goods.60
The volume of counterfeit goods in the two zones, Zona Franca S.A. Global and Zona Franca
International, is difficult to estimate due to the lack of proper data. However, according to a
representative from Brazil’s Public Prosecutor’s Office, in 2017 around 18 billion USD worth of
illegal goods crossed the border between Ciudad del Este and Brazil.61 One source suggests
that a wide variety of goods passes through FTZs located in Ciudad del Este including
pharmaceuticals, digital cameras, cigarettes and sneakers.62

Cases provided by the Pharmaceutical Security Institute (PSI)
The Pharmaceutical Security Institute (PSI) is a not-for-profit, membership organisation
dedicated to: protecting public health; sharing information on illicit pharmaceuticals; and
initiating enforcement actions through the appropriate authorities. The PSI has contributed
the following observed instances of trade in illicit pharmaceuticals facilitated by FTZs.

56 IBID, page 73
57 U
 STR 2018 Out-of-Cycle Review of Notorious Markets, available at https://ustr.gov/sites/default/files/2018_
Notorious_Markets_List.pdf, page 11; https://iccwbo.org/content/uploads/sites/3/2016/11/Combating-illicit-trade-inFTZs-1.pdf, page 12;
58 T
 he Economist Intelligence Unit and the Transnational Alliance to Combat Illicit Trade (2018), available at https://
deliverchange.economist.com/wp-content/uploads/2019/11/EIU-Global-Illicit-Trade-Environment-Index-2018-FTZJune-6-FINAL.pdf
59 IIBID
60 USTR 2018 Out-of-Cycle Review of Notorious Markets, available at https://ustr.gov/sites/default/files/files/
Press/Reports/2017%20Notorious%20Markets%20List%201.11.18.pdf; Americas Quarterly, How Latin America’s
Governments Compare on Anti-Piracy, available at https://www.americasquarterly.org/article/how-latin-americasgovernments-compare-on-anti-piracy/;
61 L
 a Clave, Contraband Trafficking Is 18 Billion USD Annually, available at https://www.laclave.com.py/2017/11/03/
contrabando-y-trafico-por-usd-18-billones-al-ano/
62 The Conversation, A Bank Heist in Paraguay’s Wild Wild West Reveals the Dark Underbelly of Free Trade, available
at https://theconversation.com/a-bank-heist-in-paraguays-wild-wild-west-reveals-the-dark-underbelly-of-freetrade-77125
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Philippines
PSI was advised that the Bureau of Customs of Philippines in March 2013 had intercepted a
40-foot container of suspect illicit pharmaceutical products being shipped by an agricultural
company. The shipment contained bulk loose tablets and blisters amounting to more than 14
million dosage units. An analysis of documents and the tracking record of Hanjin Shipping
revealed that the container originally came from Charleston South Carolina, USA. The container
was discharged to Singapore to transit from the FTZ in Singapore into Manila, Philippines.

Nigeria
The National Agency for Food Drugs Administration and Control (NAFDAC) intercepted a
truck carrying a 40-foot container of fake, banned and unregistered, medicines. It was coming
from the Federal Operation Unit, Zone ‘B,’ Nigeria Customs Service (NCS). The investigation
suggested that the unregistered products were manufactured or imported from India into
Nigeria through the Seme land border and allegedly heading for Onitsha, Anambra. It is
suspected that these goods passed through the FTZs in Cotonou and Lagos.

Egypt
Through primary evidence, PSI reports four incidents in 2019:
• February: The Suez Canal Police identified a container with a ‘large quantity of medicines’
concealed by foodstuffs. These medicines were being smuggled out of Egypt.
• May: Alexandria police foiled an attempt to smuggle 18.825 million tables of medicine into
the Alexandria Port in a container containing personal luggage coming from FTZ in UAE.
• August: The Alexandria Port Police thwarted an attempt to smuggle two million packs of
drugs to Libya.
• November: Customs intercepted medicines bound for export to an FTZ in UAE. Medicines
totally over 4 million tablets, 26,000 syringes and 138,000 packs of medicines were seized.
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3. T
 HE IMPORTANT ROLE
OF CUSTOMS IN FREE
TRADE ZONES
The 2013 report elucidates the important
role that Customs play in non-tariff
functions in FTZs to control illicit trade.
Since “FTZ” is a designation to facilitate
a specific Customs status for goods in
the national territory—primarily enabling
businesses to be free of most taxes and
duties related to those goods—then
goods in these territories are considered
outside the Customs territory only as far
as import duties and taxes are concerned.
The goods and activities in FTZs remain
inside the territorial borders of the country
and remain subject to national, non-tariff
regulation and laws.
Specifically, goods and related
activities in FTZs cannot be considered
“extraterritorial” if they are in conflict with
national laws or Customs laws. If activities
such as money laundering, racketeering,
illicit narcotics trafficking, fraud,
counterfeiting and piracy of products, and
smuggling are illegal in the country, then
they are illegal in the FTZ and subject
to enforcement by the corresponding
government authorities, including Customs.

Compared to the 1980s and 90s,
when free zones (FZs) became
popular, Customs procedures have
been substantially simplified through
the use of technology. Moreover, FZs
offer a variety of non-Customs related
economic incentives. Today, arguing
for relaxed Customs procedures and
controls in FZs under the guise of
promoting economic development
seems rather outdated. Benefits can be
provided without sacrificing the safety
and security of trade. Furthermore,
ensuring effective controls in FZs
contributes to improving the business
environment at the national and
international level. Lack of oversight
over FZs impacts not only the country
where the FZ is located, but also a
country’s trading partners.”
The World Customs Organization
June 2020

Inadequate control by customs agencies was seen as potentially raising problems in the fields
of intellectual property, anti-money laundering, supply chain security, valuation fraud and other
non-fiscal offences.63
The World Customs Organisation (WCO), an intergovernmental organization, is the only body
dedicated exclusively to international customs and border control matters relating to trade and
security. The WCO has tried to correct the misunderstanding of non-tariff “extraterritoriality” in
the free-zone concept. It emphasises in the Revised Kyoto Convention (RKC) free zones as “a
part of the territory of a Contracting Party.” It also notes that goods are outside the Customs
territory only “insofar as import duties and taxes are concerned”. Moreover, Standard 4 of
Annex D of the RKC specifically states that Customs shall have the right to carry out checks
of goods in the free zone, including the right to conduct checks for non-tariff compliance.
Other provisions in the RKC (Specific Annex D, Chapter 2) delineate guidelines that address
the management of FTZs, including explicit Customs jurisdiction over FTZs, rules of origin of
goods, and Customs transit and transhipment procedures.
Increasingly, several countries are recognising the important role that Customs play in FTZs.
To balance limited controls and security, some countries have introduced simplified customs
procedures for FTZs. In the United States, for example, reporting for goods entering zones is
subject to a “Weekly Entry” provision which allows importers to report to customs once per
week instead of once per shipment. Goods associated with low-risk/repetitive shipments can
63 F
 inancial Action Task Force, Money Laundering Vulnerabilities of Free Trade Zones (2010), available at https://www.
fatf-gafi.org/media/fatf/documents/reports/ML%20vulnerabilities%20of%20Free%20Trade%20Zones.pdf
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also move from a port of entry to a zone without triggering charges and inspection.64
Since 2018, the WCO Secretariat has been researching this topic by reviewing existing
literature, conducting a survey, organising workshops, and undertaking field studies. These
activities resulted in the publication, in September 2019, of a WCO Research Paper entitled
“Extraterritoriality of Free Zones: The Necessity for Enhanced Customs Involvement”.
This FTZ research paper presents the definitions, characteristics, and economic benefits of
FTZs as well as the risks they pose and describes the perceived “extraterritoriality” of FTZs.
It and highlights Customs’ limited involvement and insufficient authority in the establishment
and operation of FTZs. The research paper details some seizures including cases of ‘missing
cargo’ inside FTZs, cases where three or more countries were involved in the chain of transit/
transhipment operations, cases involving the manufacture of illicit goods, cases involving the
exploitation of the FTZ’s ‘unlimited duration for cargo’ feature, cases involving the smuggling
of stolen cultural objects, and links to money laundering.65
Based on the research paper, the draft WCO Practical Guidance on FTZs (FTZ Guidance) was
developed to help Customs administrations that wish to enhance their control over FTZs, while
effectively supporting healthy development and competitiveness. The draft consists of seven
core elements, including territoriality; Customs Involvement; Company approval process and
application of AEO concept; Reporting to Customs and the use of IT systems; and Customs
control and surveillance.

3.1. Case Studies: Customs' Enforcement Action
Case study: OLAF and Dubai Customs conduct a major seizure action
Based on information submitted by the European Anti-Fraud Office (“OLAF”) and the
French seamless steel pipe manufacturer, Vallourec, Dubai Customs seized four containers
with counterfeit steel pipes in the Jebel Ali port in the United Arab Emirates. The pipes
were initially intended for use in a large gas processing plant in India. The shipment was
unloaded in Mundra (India), but the end-user had doubts about the authenticity of the
accompanying certificates.
Through coordinated action of the right-holder and OLAF, the containers were geolocalised and tracked on their way back to Dubai to avoid any fraudulent transhipment
or diversion en route. A total of 82 tons of counterfeit steel pipes were found inside the
containers, which makes it one of the largest seizures in the ongoing cooperation between
OLAF and United Arab Emirates authorities. Such joint efforts are crucial in stopping
traffic in counterfeit industrial goods that can pose a major health, safety and security
risk to critical industrial installations with potentially heavy economic and reputational
consequences for all stakeholders.66

64 O
 ECD, Trade in Counterfeit Goods and Free Trade Zones, available at https://www.oecd-ilibrary.org/docserver/
9789264289550-en.pdf?expires=1594190119&id=id&accname=guest&checksum=45D10AAB05744911D2E21E2EDEBCE4BC
65 IBID
66 OLAF, Major Seizure of Counterfeit Pipes in the United Arab Emirates Following a Joint Inspection by Dubai
Customs and OLAF, available at https://ec.europa.eu/anti-fraud/media-corner/news/12-07-2018/major-seizurecounterfeit-steel-pipes-united-arab-emirates-following_en

ICC BASCAP | INTERNATIONAL CHAMBER OF COMMERCE (ICC) | 20

Controlling the Zone: Balancing Facilitation and Control to Combat Illicit Trade in Free Trade Zones | 2020 UPDATE

Case Study: Operation GRYPHON II67
The Operation initiated by the World Customs Organization aimed at coordinating and
boosting efforts on the application of core Customs legislations, powers and competencies
across the entire range of Customs control and clearance processes, including checks on
duty free outlets, free zones, bonded warehouses in relation to illicit trade in tobacco.
GRYPHON II yielded impressive results with 729 million cigarettes, 287,000 cigars, and
250 tonnes of other tobacco products seized. They included genuine branded cigarettes,
counterfeit cigarettes, and cigarettes from brands categorised as ‘cheap whites’.
Components of machines used to manufacture cigarettes were also seized along with bulk
cash and more than 12 million excise duty stamps.
Operation GRYPHON II confirmed a well-known fact that FTZs are used for illicit trade.
Consignments travelling between free zones were reported to have been ‘lost’ or to have
disappeared. During Operation GRYPHON II, several shipments of cigarettes were targeted
because their supply chains had no commercial logic. They were departing from Asian
countries, crossing the Mediterranean region, arriving in South America and later returning
to Asia. It is of the upmost importance to remain vigilant about the risks posed by this
type of routing as they frequently result in the diversion of goods. Another interesting
phenomenon that was highlighted during the Operation relates to shipments of cigarettes,
which indicated conflict areas or sensitive zones as final destinations, where Customs
controls might be temporarily disturbed.

Case study: Operation Qanoon
The COVID-19 crisis has only amplified the counterfeiting problem. This is especially
evident in the medical and health products sector specifically with personal protective
equipment, face masks and hygiene products such as hand sanitizers. To address these
concerns, INTERPOL launched Qanoon, a regional operation aimed at collecting and
sharing information, supporting investigations and destroying criminal networks.
During a period from 1 February - 1 April 2020, a group of countries from the Middle East
and North Africa carried out inspections and seizures including in free trade zones (entries
and exits). Countries reported seizures of respiratory masks, gloves, medical glasses
and sanitising products. Commenting on the operation, the Ministry of Interior, General
Directorate for Drugs and Psychotropic Substances of Iraq noted that the success “can be
achieved when countries coordinate their law enforcement efforts among police, customs
and regulatory authorities”.68

67 W
 CO, Millions of Cigarettes Seized During Operation Griffon II, available at http://www.wcoomd.org/en/media/
newsroom/2016/july/millions-of-cigarettes-seized-during-operation-gryphon-ii.aspx
68 INTERPOL, Operation Qanoon Seizes Illicit Medical Products Worth More than USD 14 Million, at https://
www.interpol.int/en/News-and-Events/News/2020/Operation-in-the-Middle-East-and-North-Africa-targetspharmaceutical-crime
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4. INTERNATIONAL FRAMEWORK
4.1. Agreements and conventions
4.1.1. WCO conventions and instruments
The WCO has a long history of promoting standardisation and recognition of best practices.
While best practices are critical for Customs administrations, they also benefit traders by
promoting predictability among Customs administrations. Many WCO conventions,69 agreements,
and other instruments bear some relevance to FTZs and the protection of IPRs, but only two are
critical: the Revised Kyoto Convention (RKC) and the SAFE Framework of Standards.

Revised Kyoto Convention
The Kyoto Convention was signed in May 1973 and covers harmonisation of Customs procedures,
other than classification and valuation. In June 1999, the WCO adopted the revised convention,
which reflects expectations for the future of international trade. A major instrument of trade
facilitation, the Revised Kyoto Convention (RKC) covers simplified, predictable, transparent
Customs procedures; optimum use of information technology; risk management; partnership
with the trade and other stakeholders; and a system of appeals. With over 600 standards,
transitional standards, and recommended practices, the RKC is a guidebook to modern Customs.
As of October 2020, the RKC had enlisted 123 contracting parties.70 Parties must meet all
provisions of the convention’s General Annex. Contracting Parties are not, however, bound to
accept all of the Specific Annexes. They may choose to accept, within the Specific Annexes,
only certain Standards and Transitional Standards or Recommended Practices.
Specific Annex D outlines provisions on FTZs and addresses refusal of entry of pirated or
counterfeit goods into an FTZ.71 The guidelines for Recommended Practice 6 in Specific Annex D
view FTZs as being in the national Customs territory, and Standard 4 in Chapter 2 considers that
Customs should have an unrestricted right to enter and observe operations in free zones.72 The RKC
gives contracting parties the authority to enact procedural legislation following a Customs offense.
While the RKC is a convention-level agreement, it does not cover dispute resolution methodology.
Second, the WCO reports that of the 123 nations that have acceded to the RKC, only 26 have
acceded to Specific Annex D Chapter 2 and among these, 6 adhered with reservation.73 Countries
that have not acceded to specific Annex D, Chapter 2 can still use the provisions as guidelines for
addressing the management of the Customs free zone and then at a later date, they can accede
to this section of the RKC.
Thus, while the RKC contains excellent models for FTZs, its impact is limited by the signatories that
have acceded to Specific Annex D without reservations. And even in those cases, the effectiveness
of the provisions will critically depend upon their adoption into stronger laws in each country due
to the fact that RKC includes no dispute or punitive actions for non-compliance.
In September 2018, the WCO started a comprehensive review of the RKC, the outcome of
which is expected in 2020/21.
69 E
 .g., The Customs Convention on the International Transit of Goods (ITI Convention) and The Customs Convention on the
A.T.A. Carnet for the Temporary Admission of Goods (ATA Convention).
70 W
 CO, List of the Contracting Parties to the Revised Kyoto Convention (October 2020), available at wcoomd.org/
en/topics/facilitation/instrument-and-tools/conventions/pf_revised_kyoto_conv/instruments.aspx
71 RKC; Specific Annex D Free Zones; Recommended Practice 6 “Admission to a free zone of goods brought from
abroad should not be refused solely on the grounds that the goods are liable to prohibitions or restrictions other
than those imposed on grounds of: the protection of patents, trademarks and copyrights.”
72 RKC; Specific Annex D Free Zones; Chapter 2; Standard 4: “The Customs shall have the right to carry out checks at
any time on the goods stored in a free zone.”
73 IWCO, Free Trades Zones/Special Customs Zone, available at http://www.wcoomd.org/en/media/newsroom/2019/
september/wco-releases-research-paper-on-free-zones.aspx
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SAFE Framework of Standards
First adopted in 2005, the WCO Framework of Standards to Secure and Facilitate global
trade (SAFE FoS) was most recently updated in 2018. The purpose of SAFE is to promote the
movement of recognised secure trade, prevent terrorist attacks on trade, and prevent abuse
of trade to promote terrorism. SAFE has many supportive model documents, and 171 WCO
Members have agreed to implement them. SAFE does not specifically mention FTZs, but
through its efforts, two concepts important to FTZs’ success or failure have evolved:
• Customs-to-Business cooperation, wherein companies self-regulate to meet prescribed
requirements and gain recognition by national Customs as Authorized Economic Operators
(AEOs), a status that has significant implications for exporters, whether in FTZs or not; and
• Customs-to-Customs cooperation wherein Customs administrations cooperate, for
example, by extending mutual recognition to each other’s AEOs. In 2018, the WCO
reported that several such mutual recognition agreements are in place, with several in the
negotiation process of finalization.74
The SAFE FoS are regularly updated with the latest Edition being 2018. The 2018 version of
the SAFE Framework augments the objectives of the SAFE FoS with respect to strengthening
co-operation between and among Customs administrations, for example through the exchange
of information and mutual recognition of controls. In addition, it calls for enhanced cooperation
with government agencies entrusted with regulatory authorities over certain goods (e.g.
weapons, hazardous materials) and passengers.
The AEO concept is one of SAFE’s main building blocks. Operators accredited by Customs with
AEO status receive specific benefits, including fewer inspections on goods imported or exported
by or via the AEO. The benefits are twofold: faster border clearance means lower transport costs
for the operator, while for Customs, they can target limited capacity on cargo of unknown and
potentially unsafe operators. For exporters AEO status also means that the national Customs
administration, through the Customs to Customs cooperation and AEO mutual recognition, has
increased authority and responsibilities to assist national exports in receiving facilitated benefits
at further points in the movement of the goods in the supply chain.
The exclusion for companies operating in FTZs under SAFE recognition can seriously affect
export growth. For an FTZ company not to be recognised among good companies that are
rapidly becoming a point of near global recognition will have significant impact on their ability
to effectively enter the global market.
It is to be noted that SAFE does not specifically mention FTZs and is currently focused on
supply chain security. Some AEO programs, such as the EU’s, have developed a two-part
program: one for security and safety issues and the other for Customs compliance. The current
SAFE mandate, however, targets only supply chain security for mutual recognition, not best
practices to prevent IPR infractions. It is time for expansion of the WCO SAFE to cover specific
FTZ recognition as legitimate actors in the supply chain.
The WCO SAFE may be the most effective international instrument for honest businesses
and Customs administrations to correct the misapplication of FTZs. For example, Customs
administrations would not recognise as an AEO a company in an FTZ where Customs is not
permitted to enter the zone to validate AEO requirements. In addition, national Customs should
consider the risks of mutual recognition for a potential partner country, where FTZs and the
free-zone regime are not properly controlled by Customs.
As of November 2019, 171 WCO Members have voiced their intention to implement the WCO

74 W
 CO, Compendium of Authorized Operator of Economic Programs, available at http://www.wcoomd.org/-/media/
wco/public/global/pdf/topics/facilitation/instruments-and-tools/tools/safe-package/aeo-compendium.pdf
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SAFE.75 However, it can be expected that the implementation of this Framework may be
accompanied by impediments. As noted by the WCO in its Secretariat Note: the COVID-19
crisis brought challenges to the implementation of AEO programs including governmentimposed stay-at-home orders. When the staff overseeing AEO programs is absent at the
company or at Customs levels, the in-person physical AEO validation cannot proceed as usual.
This, as the Note indicates, is of particular concern to SMEs due to their limited capacities.76

4.1.2. TRIPS and other WTO obligations
Agreement on Trade-Related Aspects of Intellectual Property Rights
The need for a multilateral framework to prevent international trade in counterfeit goods is
recognised in the opening lines of the Agreement on Trade-Related Aspects of Intellectual
Property Rights (TRIPS) and is underscored by provisions that address international trade in
pirated and counterfeit goods. TRIPS entered into force for developed-country WTO Members
beginning on 1 January 1996. The provisions apply to all WTO Members and are enforceable
among governments through the WTO dispute settlement mechanism.
The TRIPS Agreement incorporates major portions of the Paris Convention and Berne
Convention and adds specific requirements for civil complaints, criminal prosecution, and
requests for provisional measures. TRIPS also suggests procedures for the suspension of
Customs clearance, a prohibition on re-export of counterfeit goods, and cooperation among
Customs authorities, among other measures. Specifically, TRIPS:
• Requires WTO Members to provide procedures to permit the suspension of Customs
procedures for counterfeit and pirated goods. (TRIPS Article 51)
• Requires WTO Members to allow Customs authorities to give the right holder and importer
an opportunity for detention and inspection of any goods. (TRIPS Article 57)
• Requires WTO Members to give Customs authorities the power to order the destruction or
disposal of infringing goods. (TRIPS Article 58)
• Prohibits WTO Members from allowing “the re-exportation of the infringing goods in
an unaltered state or subject[ing] them to a different Customs procedure, other than in
exceptional circumstances”. (TRIPS Article 59)
• Requires WTO Members to provide “criminal procedures and penalties to be applied at
least in cases of wilful trademark counterfeiting or copyright piracy on a commercial scale”.
(TRIPS Article 61)
• Requires WTO Members “to cooperate with each other with a view to eliminating
international trade in goods infringing intellectual property rights” and to “promote the
exchange of information and cooperation between Customs authorities with regard to
trade in counterfeit trademark goods and pirated copyright goods”. (TRIPS Article 69)
• WTO Members must also give their judges injunctive authority to prevent the entry of
infringing goods into the channels of commerce, immediately after Customs clearance of
such goods. (TRIPS Article 44)
In addition to these minimum requirements, TRIPS makes it optional to apply suspension
procedures to goods other than trademark counterfeit and copyright pirated goods and to goods
destined for export (TRIPS Article 51). TRIPS recognises the possibility that WTO Members may
require their Customs authorities to act upon their own initiative to suspend the release of goods
75 W
 CO, Members Who have Expressed Their Intention to Implement the WCO Framework of Standards to Secure
and Facilitate Global Trade, available at http://www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/
instruments-and-tools/tools/safe-package/wco-table-intention-to-implement-the-fos.pdf?la=en.
76 WCO Secretariate Note: What Customs can do to Mitigate the Effects of the Covid-19 Pandemic, available http://
www.wcoomd.org/-/media/wco/public/global/pdf/topics/facilitation/activities-and-programmes/natural-disaster/
covid_19/covid_19-categorization-of-member-input_may-29-2020_edition-4_en.pdf?la=en.
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where those authorities have prima facie evidence that an intellectual property right is being
infringed (TRIPS Article 58). Where there has been a positive determination of infringement on
the merits of a case, WTO Members may permit their Customs authorities to inform the right
holder of the names and addresses of the consignor, the importer and the consignee and of the
quantity of the goods in question. (TRIPS Article 57). Finally, WTO Members may choose not
to apply these provisions to small quantities of goods of a non-commercial nature in travellers’
personal luggage or sent in small consignments (TRIPS Article 60).

TRIPS and FTZs
The TRIPS Agreement makes no special provisions for FTZs. Because of the special Customs
treatment of FTZs, some countries have misinterpreted the Customs free zone regime as outside the
Customs jurisdiction for non-tariff matters. The result is that free zones in those countries are evading
TRIPS requirements, and countries are subsequently failing to exercise appropriate oversight.
A better interpretation is that since TRIPS does not exclude its application in FTZs, WTO
Members are obligated to apply TRIPS requirements to FTZs within their territories. This
interpretation is consistent with the treatment of FTZs in other WTO agreements that do address
FTZs, such as the WTO Agreement on Subsidies and Countervailing Measures (SCM).77 Under
the SCM, FTZs are not considered “extraterritorial” but are bound by the obligations of the WTO
Member. The issue of direct regulation of FTZs and specifically for counterfeit trademark and
pirated copyright goods is, of course, not addressed in the SCM, but the application of the SCM
to FTZs creates an important precedent for the proposition that TRIPS protections must apply
within FTZs and that failure to apply TRIPS protections within an FTZ may then be subject to
dispute settlement under the WTO.78

4.2. International standards
4.2.1. OECD recommendations
The Recommendation on Countering Illicit Trade: Enhancing Transparency in Free Trade Zones
was adopted by the OECD Council in October 2019.
These extensive recommendations were developed with the support of OECD Members and
non-Members, FTZ operators, their associations, intermediaries (including shippers, freight
forwarders and couriers) and industries established in FTZs or using FTZs in course of their
supply chains. The Recommendation is designed to ensure transparency in FTZs and is framed
as part of the broader effort to counter illicit trade. Several of these recommendations echo the
measures that the 2013 BASCAP report contained.79
The Recommendations recognise that standards, oversight and other controls concerning
FTZ, while having proliferated, have not in all cases kept up with the growth in number of economic
operators and volume of illicit trade in goods and services. It also recognises that in some FTZ
competent public authorities may not have timely physical access to the premises, and often face
difficulty to obtain information on the activities of economic operators established within the FTZ,
as well as information pertaining to the ownership of goods that transit through or are produced or
assembled within the FTZ, even where other relevant international standards permit them to do so.

77 In addition to the provisions of the Agreement on Subsidies and Countervailing Measures (SCM), a number of other
WTO member obligations may apply to SEZ programs under the General Agreement on Tariffs and Trade (GATT): These
include Most Favored Nation (MFN) treatment (GATT Article I); national treatment (GATT Article III); the limitation of
fees and formalities connected with importation and exportation to the approximate cost of the services rendered
(GATT Article VIII(1)); transparency requirements (GATT Article X); the elimination of quantitative restrictions (GATT
Article XI); the Agreement on Trade-Related Investment Measures; and the General Agreement on Trade in Services.
78 Free Zones and the World Trade Organization Agreement on Subsidies and Countervailing Measures”, Torres, Raul A.,
Global Trade and Customs Journal, Kluwer Law International (2007).
79 OECD, Recommendation on the Council of Countering Illicit Trade: Enhancing Transparency in Free Trade Zones,
available at https://legalinstruments.oecd.org/en/instruments/OECD-LEGAL-0454.
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Broadly the OECD recommends that Members and non-Members having adhered to the
Recommendation, promote transparency in order to deter the abuse of FTZ as conduits for
illicit trade. The OECD lays down ten recommendations along with a Code of Conduct for Clean
Free Trade Zones.80

4.2.2. WCO Practical Guidance on Free Zones
The WCO Practical Guidance on Free Zones (FZ Guidance) is currently under discussion
and pending adoption. The FZ Guidance aims to help Customs administrations who wish to
enhance their control over FZs, while effectively supporting their healthy development and
competitiveness. It is due to be discussed by the WCO’s Permanent Technical Committee in
autumn 2020 for finalisation. The draft covers 7 core elements that include:
• Territoriality: Specific Annex D Chapter 2, for FTZs to be regarded as inside the Customs
territory, or as special areas where all non-tariff Customs activities are properly enforced.
• Involvement: Customs should be a crucial player in the general development of national
policies related to FTZs, the establishment of each new FTZ, and the approval of FTZ
tenant companies, including their admissible activities.
• Company approval process and AEO concept: Customs’ involvement in due diligence
and compliance record checks at the company approval stage is critical to maintaining
the safety and security of a FTZ. Customs should conduct risk-based background checks
on FTZ applicant companies, their key employees, and compliance records. Furthermore,
Customs could decide to open and adapt existing AEO programmes to tenant companies.
• Customs audit: Considering that in many FTZs, tenants can store goods for an unlimited
period, a Customs audit of companies operating in FTZs is one of the most suitable and
important tools for Customs to supervise activities there.
• Customs control and surveillance: In order to combat illegal activities in FTZs, Customs
should have the competence to enter FTZs to inspect goods, as well as to detect and seize
goods, regardless of whether the intended transactions are storage, manufacturing, transit/
transhipment, or domestic consumption. It is essential that Customs control not only the
movement of cargo at entry and exit points, but also during the storage and processing
stages, via periodic onsite visits or visits at any time which they consider necessary.
• Cooperation: Cooperation mechanisms with operators and companies including periodic
dialogue and reporting, and the provision of adequate training, are necessary alongside the
company approval process. Such periodic dialogue and sharing of information would enable
Customs and the private sector to work together to solve any issues and challenges in FTZs.81

4.3. Trade agreements
Trade Agreements and specifically Free Trade Agreements (FTAs) are an effective way to facilitate
trade by lowering trade barriers between two or more countries. In comparison to multilateral
agreements, which often require an international consensus and a certain amount of signatory
countries to come into force, FTAs can be negotiated and enacted bilaterally. This allows for more
flexibility, taking into account each partner country’s specifics. FTA negotiations can also be used
to create incentives for countries with weaker IP enforcement to enact more efficient IPR laws.
In 2020, the WCO estimated that more than 300 preferential trade agreements were in effect.
According to the WTO, “as of 17 January 2020, some 698 notifications of Regional Trade
Agreements (RTAs) had been received by the GATT/WTO. Of these, 483 were in force”.82 While
80 IIBID
81 IWCO, Development of Draft “Practical Guidance on “Free Zones”, available at https://mag.wcoomd.org/magazine/
wco-news-92-june-2020/wcos-development-of-draft-practical-guidance-on-free-zones/
82 World Trade Organization, Regional Trade Agreements: Facts and Figures, available at http://www.wto.org/english/
tratop_e/region_e/region_e.htm.
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the statistics are from two different sources, the WCO and WTO, they both reflect the rapid
growth of trade agreements.
In all types of FTAs, criteria for shift in country of origin are key. A shift in origin occurs when
a new item is created that is legitimately considered a product of the country where that shift
occurs. Shifts in origin are important because Customs relies on declared origin of inbound
goods as a key risk indicator of IPR violations. Unsurprisingly, traffickers of illegal goods go to
great lengths to disguise the origins of illicit goods.
General rules on how origin shift occurs are based on a change in the tariff classification and/
or advancement in value. Some trade agreements also specifically reference FTZs and whether
or not the production of new products for the purpose of the trade agreement applies to zone
products. Given the proliferation of bilateral agreements, the treatment of origin and its relation
to Customs free-zone regime status and IPR protections is critical.
In October 2011, the U.S. signed trade agreements with South Korea, Colombia, and Panama.
Each agreement dedicates chapters to IPR and requires partners to provide their competent
authorities with the ex-officio right to impose border measures on in-transit goods.83 The
agreement with South Korea specifies that this obligation extends to FTZs. The agreement with
Colombia is silent on Customs authority in FTZs.84 The agreement with Panama notes that this
obligation does not extend to Panama’s FTZs.85
Similarly, the US—Oman free trade agreement mandates competent authorities to initiate border
measures ex officio with respect to “imported, exported, or in-transit merchandise, or merchandise
in free trade zones, suspected of being counterfeit or confusingly similar trademark goods, or pirated
copyright goods, without the need for a formal complaint from a private party or right holder”.86
More recently, the Agreement between the United States, the United Mexican States, and
Canada (USMCA), states “Each Party shall provide that its competent authorities may initiate
border measures ex officio against suspected counterfeit trademark goods or pirated copyright
goods under customs control that are: … and (d) admitted into or exiting from a free trade zone
or a bonded warehouse”.87 This Agreement is noteworthy in that it is the first major U.S. trade
agreement to provide for such a provision.88
While these are limited examples, further study could develop best case examples of provisions
for inclusion in trade agreements. The provisions would both protect IPR rights generally and
FTZs specifically. For now, national Customs administration should provide technical assistance
to companies in FTZs and in the domestic market on the issue of origin, particularly where an
agreement requires that Customs certify country of origin.
As more and more countries utilise free trade agreements to define the parameters of their
bilateral trading relationships, opportunity exists to upgrade rules governing the treatment of
counterfeiting and piracy in Free Trade Zones. Specifically, partners should empower Customs
authorities with the ex-officio right to impose border measures on in-transit goods and extend
clear Customs authority into Free Trade Zones.

83 U
 S-Colombia Agreement (2011), Ch. 16, Article 16.11: para 23; U.S.-South Korea Agreement (2011), Ch. 18, Article 18.10,
para 22.; U.S.-Panama Agreement (2011) Ch. 15, Article 15.11.
84 US-South Korea Agreement (2011), Ch. 18, Article 18.10, para 22.
85 T
 he agreement between the United States and Panama permits Customs officials to act ex-officio against in-transit goods
(Ch. 15, Article 15.11); however, the agreement does not extend to Panama’s FTZs. See Ch. 5, Article 5.11 of the U.S.-Panama
trade agreement (2011) at U.S.-Panama Trade Agreement Now in Force, available at https://ustr.gov/uspanamatpa
86 U
 STR, World Trade Agreements Oman FTA Final Tex,t available at https://ustr.gov/trade-agreements/free-tradeagreements/oman-fta/final-text)
87 USTR, Agreement Between the United States of America, the United Mexican States and Canada 7/1/20 Text, available at
https://ustr.gov/trade-agreements/free-trade-agreements/united-states-mexico-canada-agreement/agreement-between
88 IUSTR, 2018 Out of Cycle Review of Notorious Markets, available at https://ustr.gov/sites/default/files/2018_
Notorious_Markets_List.pdf, page 12.
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5. C
 URRENT APPROACHES, BEST PRACTICES AND
STANDARDS
5.1. National-level cases or legislation
States are increasingly recognising the economic drain caused by counterfeiting and piracy.
The rise of laundering and illicit activity within FTZs runs counter to the underlying objective
for creating FTZs and gives rise to longer-term concerns over national security and damage to
indigenous intellectual property rights. Thus, instances where governments are empowering
Customs agencies to ignore the perceived immunity afforded to transhipped goods, and
examples of states tackling illegal activities occurring in FTZs, are increasing across the world.

5.1.1. Malaysia
In the case of Philip Morris Brands Sarl vs. Goodness for Import and Export & Ors [2017] 10 CLJ
337, the Malaysian High Court ordered Royal Malaysian Customs (RMC) to destroy a shipment
of cigarettes seized within an FTZ, due to trademark infringement, at the infringer’s expense.
This decision confirms the strong stance taken by Malaysian courts towards protection of
trademark rights and will pave way for more effective enforcement against counterfeit goods
in transit in FTZs.
This case is significant because it addresses the RMC’s authority over goods in Malaysia’s free
zones and over goods in transit. The Court of Appeals holding is particularly important because
it removes any uncertainty as to that authority.

5.1.2. Thailand
In 2017, Thai Customs previously seized around 36,120,000 counterfeit cigarettes worth more
than 300 Million Thai Baht, which had been smuggled through Laem Chabang Port, using
import duty exemption privileges in FTZs of Chalung Industrial Estate. The cigarettes were
waiting for export to Malaysia. Based on Customs’ examination, the imported goods were found
to be counterfeit and thus prohibited from importation into Thailand under the Customs Act.
This illustrates the effectiveness of Customs interceptions in Thailand, including goods in FTZs.
According to the current Customs policy, IPR infringing goods will be strictly monitored and will
not be tolerated.

5.1.3. Singapore
On 6 July 2017, a logistics company director was arrested when Singapore Customs officers
conducted an operation at the Changi Airfreight Centre (CAC). The CAC is a 24-hour FTZ
where transhipment cargo can be moved, consolidated, repacked and reconsolidated and
where there are minimal Customs formalities. Two wooden crates, declared as “machinery parts
and accessories”, that were supposed to be sent to the defendant’s logistics company were
uncovered to contain 3,050 cartons of duty-unpaid cigarettes. In a follow-up search of the
defendant’s car later that day, officers found local and foreign currencies of over $120,000,
and an additional one carton and 25 packets of duty-unpaid cigarettes.
All the duty-unpaid cigarettes were seized, and the total duty and GST evaded amounted to
about $287,330 and $21,000 respectively. The seized cash was handed over to the Commercial
Aﬀairs Department for further investigation. The defendant was sentenced by the State Courts
on 15 January 2018 to 40 months’ imprisonment and a fine of $8.7 million, or in default 20
months’ imprisonment. A further person was sentenced by the State Courts on 31 July 2017
to 30 months’ imprisonment for dealing in duty-unpaid cigarette.

ICC BASCAP | INTERNATIONAL CHAMBER OF COMMERCE (ICC) | 28

Controlling the Zone: Balancing Facilitation and Control to Combat Illicit Trade in Free Trade Zones | 2020 UPDATE

5.1.4. Colombia
In May 2019, Customs police in Cartagena detained cargo containing goods infringing IP rights.
However, the case drew attention since it was the very first case in Latin America where goods
were seized for infringing industrial design rights, in a legal environment where regulation is
rather focused on trademarks and copyrights.
From October up to December 2019, Customs police at Cartagena’s Port detained around a
dozen containers where counterfeit toys entered the country. The overall case received media
coverage since it was the largest registered, plus the health risks of said goods were proven.

5.1.5. China
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over a century. Today, more than 2,000 chambers worldwide
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Chambers can benefit from being part of the ICC World
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5.2. Private sector initiatives and efforts
5.2.1. ICC World Chambers Federation
(WCF) International CO Accreditation
Chain
A Certificate of Origin (CO) is a document
widely used in international trade transactions
which attests that the product or products listed
have met certain criteria to be considered as
originating in a specific country. A certificate
of origin/declaration of origin is generally
prepared and completed by the exporter or the
manufacturer and may be subject to official
certification by an authorised third party. It
may be submitted to a customs authority of
the importing country to justify the product’s
eligibility for entry and/or its entitlement
to preferential treatment under a free trade
agreement.
The use of self-certification for Customs
clearance is likely to provide a superhighway to
speedy clearance of counterfeits and illicit trade
in narcotics/arms, etc. Consequently, the use
of third-party certified CO as part of all global
trade, including within FTZs, will provide an
important tier of effective check in the growth
of illicit trade/counterfeits.
ICC WCF International CO Accreditation Chain

Global
harmonized
standard

As part of the CO Accreditation Chain,
Chambers become globally connected with
their peers and reassure business, traders,
banks and customs administrations that CO
have been issued according to the highest
standards, conforming to the International
CO Guidelines published by ICC WCF.

Every Certificate of Origin issued by an
accredited chamber comes with an
international quality label. This guarantees
chambers greater international recognition
and traceability when under the ICC WCF
umbrella.

Security

Data from CO handled by accredited
chambers are transferred to the CO
Verification website. Customs
authorities and the issuing chambers
can then authenticate the CO using its
unique CO number and accreditation
number.

With 56% of global trade being intermediate
products, business relies on an efficient supply
chain to remain competitive. In every country,
Customs agencies and the business community
can rely on the global network of chambers
which helps by providing trade facilitation and
professional documentation services.

Better
business

International
recognition

Global
network

Close to business, and trusted as neutral third
parties, Chambers are ideal partners for
governments looking to deliver trade and
business services. Accredited chambers also
benefit from collaborating to define their
future role in bringing trust to business in
trade, including electronic CO services.

89 O
 ECD, China’s Belt and Road Initiative in the Global
Trade, Investment and Finance Landscape, available at
https://www.oecd.org/finance/Chinas-Belt-and-RoadInitiative-in-the-global-trade-investment-and-financelandscape.pdf
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is a program that accredit chambers of commerce issuing COs and wishing to guarantee their
commitment to the highest level of quality, implementing transparent and accountable issuance
and verification procedures. Accredited chambers will then receive a distinctive internationally
recognised quality label, reinforcing their integrity and credibility as competent trusted third
parties in the issuance of COs. Currently, more than 7.5 million CO are issued with instantly
recognisable international quality labels: there are more than 684 Chambers from 26 countries in
this CO Chain. With the support of China Customs, CCPIT from China is the largest member with
more than 3.7 million CO and PCO carrying the Quality Label. ICC WCF issuing standard also
receive the support of the International Federation of Freight Forwarders Association (FIATA).
In support of this service, ICC WCF has developed a secured online verification website which
has been operational since January 2014. It offers Customs authorities a centralised portal to
verify the authenticity of COs issued by accredited chambers. Entering the unique CO number
as well as the chamber’s accreditation number online will give immediate access to the CO
basic references, date of issuance and name of the applying company. Customs and Chambers
can immediately know if a CO is or not issued by an accredited chamber.
ICC quality label:
i. Gives an enhanced credibility to CO issued.
ii. R
 aises the level of acceptance by recipients of the CO issued: be it the importer, clearing
banks or Customs Admin.
iii. Provides confirmation that the CO is issued based on internationally accepted issuance
standards/procedures.
iv. Helps fight possible false declarations.
v. P
 rovides an enhanced assurance on independence of issuance and assurance on
responsible and accountable issuance.
vi. Provides an enhanced assurance of an important and independent tier of check in the
supply chain.
Chambers which join the CO Chain shall also be publicly listed on the ICC website, allowing
reception of the CO issued under ICC Quality Label to check on the authenticity of issued
CO. COs are now issued electronically with a series of security features in place to protect the
authenticity of the CO. Singapore has successfully launched the world’s Blockchain-AI based
eCO System on 8 May 2018.90

5.2.2. World Free Zone Organization Safe Zone program
The World Free Zone Organization (WFZO) is a convening body for public and private
sector entities that own, operate and manage FTZs, and all related economic zones for
export processing. The WFZO is intended as a standard-setting organisation which aims to i)
identify best practices among free zone operators, and ii) improve the current reputation and
understanding of FTZs. In July 2020, the WFZO went public with their Safe Zone Certification
program by announcing its development of standards and codes of conduct within the program
and discussed the results of their pilot program which began approximately a year earlier.

WFZO pilot program
In June 2019, the WFZO began the pilot phase of its Safe Zone Certification program. In order
to properly assess the impact of the program, pilot candidates were selected to achieve broad
geographical coverage and to assemble different operational profiles. The first five free zones

90 ICC, Certificates of Origin (February 2019); These extracts are reproduced with the permission of the International
Chamber of Commerce (ICC). The full text of the publication International Certificate of Origin Guidelines, ICC
Publication N° 809E is, available from: https://2go.iccwbo.org; International Certificate of Origin Guidelines, © 2019
International Chamber of Commerce All rights reserved. ISBN: 978-92-842-0537-0; e-book: 978-92-842-0538-7.
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involved in this pilot phase were:
• Le Freeport Luxembourg (Luxembourg)
• Bogota Free Zone (Colombia)
• Dubai Airport Free Zone DAFZA (United Arab Emirates)
• JSC Klaipeda Free Economic Zone Management Company (Lithuania)
• El Consorci Zona Franca Barcelona (Catalonia, Spain)
The program has two main stages—first, an application and independent online assessment,
then a site inspection of Safe Zone qualifying elements by internationally recognised third-party
validators. The result of this process leads to either Prospect status, where free zones fall short of
the certification criteria but are given a roadmap to correct any deficiencies over a 12 month period
before re-inspection; or Platinum status, where free zones are confirmed as Safe Zone compliant.
The program relies on an FTZ certification system that could also serve as an AEO certification.
Using their Safe Zone compliance record, Platinum certified free zones can apply to their
national Customs administration (through the World Customs Organization) for AEO status
to achieve even more recognition and credibility in the international commerce landscape.
The Safe Zone certification standard does not attempt to specifically define the parameters or
definition of an FTZ, instead offering an “opt-in” program for self-compliance. The Safe Zone
Model is based on international standards for compliance management, integrity, safety and
security. This certification programs help free zones measure their progress and success in the
areas of sustainability, security, environment, and regulations. This certification includes guides,
roadmaps and checklists and tools that will help FTZs operate securely.
According to the WFZO, the pilot phase concluded in February 2020 and was a resounding
success. All the FTZs involved gave overwhelming positive feedback on the benefits of the
certification, both to enhance their internal processes and to attract better prospects from
partners and clients.91

5.2.3. International Trademark Association Guidelines and Recommendations
The International Trademark Association (INTA) model guidelines and Board Resolution on
standards for the international protection of trademarks contain valuable recommendations
on measures to halt the transhipment and transit of counterfeit goods in free trade zones
and free ports.
The Anticounterfeiting Committee (ACC) of INTA formed a global team to address
anticounterfeiting enforcement in FTZs in an effort to understand global trends in the zones
and provide harmonised recommendations to improve enforcement. This global team published
a report on “Anti-counterfeiting Enforcement Procedures in Free Trade Zones” containing
information of over 45 jurisdiction’s enforcement practices in the zones.92

5.2.4. Global Illicit Trade Environment Index: Free Trade Zones—Five Case Studies
The Global Illicit Trade Environment Index: FTZs Five Case Studies was developed by The
Economist Intelligence Unit commissioned by the Transnational Alliance to Combat Illicit
Trade.93 This paper looks at FTZs in five countries: Panama (Colon FZ), Belize (Corozal FZ),
Colombia (Maicao Special Customs Regime Zone), United Arab Emirates (Jebel Ali FZ), and

91 W
 FZO, World FZO Safe Zone White Paper (June 2020), available at https://www.worldfzo.org/Portals/0/
OpenContent/Files/664/World_FZO_Safe_Zone_Manual.pdf
92 INTA, Anticounterfeiting Committee Survey Points to the Need for Enforcement in Free Trade Zones, available at
https://www.inta.org/anticounterfeiting-committee-survey-points-to-need-for-enforcement-in-free-trade-zones/
93 The Economist, Intelligence Unit at https://deliverchange.economist.com/wp-content/uploads/2019/11/EIU-GlobalIllicit-Trade-Environment-Index-2018-FTZ-June-6-FINAL.pdf
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Singapore, which has nine free zones in total. They were selected based on a number of factors,
including their size, strategic locations, poor FTZ governance, and how each can illustrate the
myriad ways FTZs facilitate the flow of illicit goods.94
The findings of this report can be translated to recommendations that can be used as a policy
tool for governments to make reforms that reduce or eliminate vulnerabilities in FTZs. The
research into these five countries show that there is much more that can be done to minimise
vulnerabilities to illicit trade occurring in their FTZs. These recommendations are also relevant,
to varying degrees, to zones elsewhere in the world and include:95
• Ensure there is a Customs office in each zone and that local law enforcement has the legal
authority to carry out checks at any time on goods stored in a free zone.
• Many countries already have laws in place to combat illicit trade in FTZs. However, there is
simply a lack of enforcement. Ensure better enforcement of laws in FTZs.
• Implement measures to reduce corruption that enables illicit trade in FTZs. The more it is
reduced, both inside and outside of the zones, the more likely illicit trade volumes will fall.
• Create strong infrastructure that will guard against illicit trade. JAFZA and Singapore’s
FTZs have among the best infrastructure in the world—but weak infrastructure creates
vulnerabilities that are easy to exploit.
• Sign the RKC, including Annex D, and implement is key provisions, such as refusing
goods brought from abroad on the grounds that the goods are subject to prohibition or
restrictions on the grounds of public morality, public security, public hygiene or health, or
the protection of patents, trademarks and copyrights.

Overall results: Free trade zones
Country scores highest to lowest
100

50

0

94 IBID
95 IBID
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6. RECOMMENDATIONS
While FTZs have become central to the integrated global economy, the standards, oversight, and
regulations governing FTZs have not kept pace with these developments. As a result, criminal
networks and counterfeiters have also taken an interest in FTZs. They are exploiting the very
ecosystem that governments have put in place to help FTZs contribute to economic development.
Government policymakers face the difficult task of balancing trade controls with trade
facilitation. On one hand, they are increasingly aware of the economic drain caused by
counterfeiting and the roles that FTZs play in exacerbating the trade in counterfeits. On the
other hand, since FTZs are geared towards free movement of goods, potential measures to
tighten governance could hinder trade facilitation.
IPR enforcement in FTZs should not be understood as meaning that policymakers must
sacrifice their goal of using FTZs to facilitate legitimate international trade and development.
Voluntary establishment of standards and improved practices—along with the implementation
of specific FTZ legislative and regulatory measures—can help address the global threat of
counterfeit and piracy in FTZs, without impeding their effectiveness.
Therefore, this report promotes a set of specific policy and legislative recommendations on how
to preserve and expand the benefits of FTZs for legitimate traders and protect the public and
honest businesses from predatory practices. These recommendations are based on a review
of the international and national legal frameworks governing FTZs, including how they are
implemented and enforced.

6.1. General recommendations
Balancing trade facilitation and controls in FTZs starts with an understanding that: (1) FTZs are
part of the national territory; (2) FTZs are physical locations for goods in a particular status or
regime for Customs purposes; and (3) simplified regulation does not mean impunity.

6.1.1. Strengthen relationship between Customs and FTZs
A common misconception exists that FTZs are “extraterritorial,” outside of the nation, and are
not subject to national Customs or Customs laws. This confusion lends to an environment that
enables illicit activities to infiltrate the zones.
The WCO has tried to correct this misconception by emphasising in the Revised Kyoto
Convention (RKC) that goods are outside the Customs territory “only insofar as import duties
and taxes are concerned”. The RKC delineates a number of guidelines that address the evolving
problem, including explicit Customs jurisdiction over FTZs, rules on origin of goods, and
Customs transit and transhipment procedures.
Unfortunately, accession to the specific provisions in the RKC for management of FTZs
(Specific Annex D, Chapter 2) is optional to WCO member states. The WCO backs those
nations that have elected to implement RKC provisions that would substantially address the
problem by giving full authority to Customs inside the FTZs, while requiring Customs to act in a
transparent and professional manner to facilitate legitimate businesses.
More recently the OECD has adopted the Recommendation of the Council on Countering
Illicit Trade: Enhancing Transparency in Free Trade Zones. Although not legally binding, the
Recommendations does put pressure on states to adhere to a certain set of standards, but
again requires states to actively adopt provisions and practices.
This report also looks at the apparent confusion over the difference between tariff and nontariff controls exercised by Customs. The report shows that stripping Customs of its traditional
revenue collection role (tariff controls) leads to a further erosion—real and perceived—of its

ICC BASCAP | INTERNATIONAL CHAMBER OF COMMERCE (ICC) | 33

Controlling the Zone: Balancing Facilitation and Control to Combat Illicit Trade in Free Trade Zones | 2020 UPDATE

non-tariff activities (border inspections, seizures, etc.). The report suggests that national
governments need to be very careful to ensure that the economic incentives (i.e. tax-free
status) offered in zones do not interfere with or eliminate critical non-tariff control functions
performed by Customs.

6.1.2. Empower national Customs authorities
Without precise provisions relating to FTZs and no obligations to add the non-obligatory
provisions, as in the case of TRIPS, or the RKC’s Specific Annexes or the OECD Recommendations,
countries enact a wide variety of laws affecting the enforcement and protection of intellectual
property rights. For example, some countries empower Customs to control goods and activities
in FTZs. Others have, because of a misunderstanding of FTZs as a Customs controlled location,
denied Customs jurisdiction over goods in FTZs. These countries operate under the premise
that goods in FTZs are not clearing through Customs and are not being imported. This report
stresses that strong national IPR legislation should apply to all Customs regimes. A clear Customs
mandate should empower Customs with authority over all goods in the territory, including FTZs,
which is key to combating counterfeiters and organised traffickers.
Simply passing laws and issuing regulations, of course, is an incomplete process until such
measures are applied in practice. Furthermore, there are instances where, in some countries, the
regulations are already in place but are not adequately applied. This report delineates a number
of recommended provisions to include in national legislation and the associated regulatory
measures for implementation (see below).

6.1.3. Allow targeted data sharing between Customs and the private sector
In an effort to support public-private partnerships, governments need to provide legislative
and/or policy allowances that provide their country’s Customs with the authority to share
information with right holders regarding counterfeits seized and/or detained at ports of
entry and within FTZs. However, many countries do not expressly authorise their Customs
to share packing and manifest information with right holders. Right holders must have access
to more important information so that they can enhance their investigation and enforcement
efforts. Without this information, right holders cannot effectively enforce their IPR online
and will likely continue to suffer from the effects of counterfeits. If a country’s Customs is
prohibited by law from sharing seizure information with its private sector partners not listed
as the importer of record, new legislation should be addressed allowing such. Additionally,
Customs should actively seek and utilise the private sector’s assistance regarding targeting
and investigative information.

6.1.4. Strengthen adherence to international conventions and implementation
of recommendations
The report recognises that international agreements and conventions—and adherence to
these—have not kept pace with effective enforcement of intellectual property rights in FTZs.
While existing conventions cover most of what is needed, they suffer a number of limitations.
Most notably, their minimum standards typically allow countries room for “interpretation,”
which often leads to minimum action.
WCO’s Revised Kyoto Convention (RKC), and the WTO Agreement on Trade-Related Aspects
of Intellectual Property Rights (TRIPS) and the OECD Recommendations address enforcement
of IPR protections and contain Customs-related provisions:
• The RKC adequately covers FTZs for control of goods, such as the right of Customs to enter
and inspect goods in the zone for tariff and non-tariff conformance to laws and regulations.
A fundamental weakness of the RKC is that its provisions for free zones are in a Specific
Annex that is not mandatory for RKC contracting parties or all members of the WCO.

ICC BASCAP | INTERNATIONAL CHAMBER OF COMMERCE (ICC) | 34

Controlling the Zone: Balancing Facilitation and Control to Combat Illicit Trade in Free Trade Zones | 2020 UPDATE

• The TRIPS Agreement provides comprehensive requirements for the protection of
intellectual property, including border measures. However, TRIPS does not specifically
address FTZs. In addition, some of its stronger provisions are not mandatory for WTO
Members. Consequently, WTO should clarify that since TRIPS does not exclude FTZs, WTO
Members are obligated to apply TRIPS requirements to all FTZs within their territories.
• The OECD makes many recommendations about the role of Customs and particularly
allows for competent authorities to take appropriate actions and measures in accordance
with their domestic law in FTZs.
Improved Customs enforcement depends not only on stronger provisions in international
agreements, but also upon countries’ adoption of these provisions into stronger laws. Those laws
could incorporate flexibility into the TRIPS Agreement to address many issues now. Moreover,
courts can apply only the laws as they are enacted. A number of recent court decisions have
upheld the authority to regulate activity in FTZs, but judicial authorities cannot, in most
countries, overcome limits on the reach of Customs authorities proscribed in national laws.

6.1.5. Enhance the use of Certificates of Origin in international trade
As a result of the unprecedented growth in illicit trade, there is an urgent need to strengthen
the security in the supply chain. The use of self-certification for Customs clearance is likely to
provide a superhighway to speedy clearance of counterfeits and illicit trade in narcotics/arms,
etc. Consequently, the use of third-party certified CO as part of all global trade, including within
FTZs, provides an important tier of effective check in the growth of illicit trade/counterfeits. By
harmonising this practice globally, a standard will be set whereas manufactures and exporters
of record will be vetted by a trusted third party to ensure the integrity and authenticity of
the product. The ICC WCF International CO guidelines have been acknowledged by WCO as
contributing to the harmonisation of issuance procedures and as “a most welcome promotion
to trade facilitation and will contribute to a more efficient and effective trade environment both
for governments and the trading society”.96
COs should not be based on self-certification made by exporters themselves because it
does not have the support of a competent, reliable and accountable issuing body to protect
the national and international reputation of the country by ensuring the credibility of the
declaration made and to give a trusted third party status with neutrality. A CO ensures that
a responsible, independent, reliable, transparent and accountable verification check into the
declaration made in the CO is undertaken.
COs also provide vital information for the tracking of shipment/movement of the goods
including the date of shipment, name of vessel, port of loading and port of discharge. It also
ensures that products covered by a CO are not ones which are prohibited for shipment as the
goods are subject to import or export control. Additionally, the document also provides vital
information on the importer and exporter with the result that the financial sector has an
additional tool to undertake enhanced customer profiling process in its fight against trade
fraud/financial crimes.

6.2. Specific recommendations
Drawing on international agreements, lessons learned from effective and ineffective national
legislation, the experience of IP rights holders, and international best practice, this report
suggests legislative and regulatory measures to enforce intellectual property right protection
in FTZs. Suggested key actions for the WCO, WTO, national governments, and free zone
operators include the following:

96 ICC, Certificates of Origin (February 2019)
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6.2.1. World Customs Organization (WCO)
• Robustly encourage all WCO member countries to accede to the WCO Revised Kyoto
Convention (RKC), Specific Annex D, Chapter 2 on FTZs, and to follow the guidelines
addressed in the RKC on explicit Customs jurisdiction over FTZs, rules on origin of goods,
and Customs transit and transhipment procedures as well as the OECD Recommendation
of the Council on Countering Illicit Trade: Enhancing Transparency in Free Trade Zones.
• Educate national governments (including Trade Ministers) that FTZs are outside of a
national Customs’ jurisdiction only in so far as duties and taxes are concerned, and that
other national legislations and international obligations—including applicable labour, health,
intellectual property and environment regulations—must be observed.
• Promote WCO Counterfeiting and Piracy (CAP) Working Group Guidelines.
• Modify the WCO Model for IPR legislation to refer to FTZs, and invigorate work with
stakeholders on FTZ model legislation and best practices.
• Address FTZs as a separate category for AEOs that engage in best practices to protect
from IPR and terrorist attacks on the supply chain.
• Modify SAFE to include recognition beyond supply chain security of AEO status for tariff
and non-tariff measures, such as IPR protection and open provisions for mutual recognition
of AEOs with high compliance to tariff and non-tariff measures.
• Create an umbrella agreement or other international instrument concentrating on FTZs
to facilitate sharing of trade data and best practices among Customs Administrations,
including policing activities and a shared database of FTZs and companies in FTZs that
are documented IPR violators. The agreement would promote world-class international
security, checking, and screening standards for best practice and peer policing.

6.2.2. World Trade Organization (WTO)
• Clarify the jurisdiction of TRIPS. For example, WTO should clarify that since TRIPS does
not exclude FTZs, WTO Members are obligated to apply TRIPS requirements to all FTZs
within their territories.
• Encourage the TRIPS enforcement working group—within the context of TRIPS
provisions—to explore the rapid expansion of and abuses in FTZs that has enabled
traffickers in counterfeit goods to exploit loopholes in jurisdictional authority and evade
routine enforcement. This working group should also consider new developments, such as
Internet expansion, that have broadened the reach of counterfeit goods.

6.2.3. National Governments
• Clarify that FTZs are outside of a national Customs’ jurisdiction only in so far as duties and
taxes are concerned.
• Clarify that FTZs (or SEZ or free port, etc.) therefore remain under the jurisdiction of the
national Customs authority; and that national Customs has unrestricted rights to enter
and observe operations, to audit the books and records of companies in the zone, and
to validate goods status and conformance with tariff and nontariff measures under the
national Customs mandate.
• Empower Customs authorities with jurisdiction over FTZs’ day-to-day operations.
• Empowers competent authorities to examine merchandise before or at the time of
admission to a FTZ, or at any time thereafter.
• Ensure that goods, persons and means of transport entering and leaving FTZs are subject
to effective controls.
• Ensure data sharing regularly occurs between Customs and the private sector.
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• Review and implement national IPR legislation. Follow WCO Guidelines—including Specific
Annex D of the RKC—and include language that makes legislation applicable to all goods in
the national territory, in all Customs regimes, including transit, in-transit, and free-zone regimes.
• Ensure that strict penalties are in place, including criminal sanctions where appropriate,
against perpetrators of illegal activities in FTZs.
• Grant Customs ex-officio power to detain goods suspected of infringing on IPR, including
goods in FTZs, SEZs, free ports, and the like.
• Empower competent authorities to enforce applicable prohibitions and restrictions on
activities carried out within the FTZ, having regard to the nature of the goods in question,
the requirements of customs supervision, or security and safety requirements.
• Cooperate internationally in the exchange of law enforcement information, and consult
with competent authorities and affected industries in investigations and other legal or
administrative proceedings concerning specific cases of misuse of FTZ related to illicit trade.
Particularly for integrated trading countries (i.e., COMESA, ASEAN), develop uniform Customs
rules, regulations, and practices specifically for FTZs, drawing on WCO and WTO provisions.
• Implement the OECD’s Recommendation of the Council on Countering Illicit Trade:
Enhancing Transparency in Free Trade Zones.
• Ratify and accede to the Protocol to Eliminate Illicit trade in Tobacco Products.
• Enable cooperation between national Customs authorities and the special authorities of
FTZs or free ports to ensure efficient enforcement of anti-counterfeiting criminal and civil
laws and to regulate the offenses of trafficking in counterfeit goods.
• Cooperate and assist in the development and implementation of policies and practices to
counter illicit trade in FTZ, including technical assistance to share and develop improved
systems for record keeping by competent authorities, FTZ and economic operators.
• Enhance domestic inter-agency co-operation, including obligations to report suspicions
of illegal behaviour to the competent public authorities, information sharing between
agencies; and other co-operation mechanisms such as joint investigations and joint
intelligence centres.
• Promote awareness amongst competent authorities and private sector stakeholders
(e.g. major intermediaries including shipping agents, freight forwarders, customs brokers
and logistics companies) to understand the roles and responsibilities of operating in an
FTZ, as well as risks related to FTZ operations.
• Monitor the activities of FTZs and publish annual indicators that help contribute to an
evaluation of their risk of facilitating illicit trade.
• Develop relevant prior non-compliance or enforcement statistics, including customs
detentions and seizures of illicit goods originating, or in provenance from an FTZ, and
enforcement actions already taken regarding that FTZ.
• To the greatest extent possible, the data systems of the FTZ Operator tracking commercial
activity and the national Customs automated systems should be linked to directly transfer
data on the activities in the zone. Without coordination or access to data by Customs
administrations, FTZs are easy targets for re-documenting shipments and hiding the origins,
contents, and destinations of illicit goods. Opportunities for illicit trade are greatly reduced
when the Customs administrations work inside the FTZ to observe and review operations.
• Implement the World Trade Organization’s Trade Facilitation Agreement (TFA). The
TFA would enhance national competitiveness by making cross-border trade processes
quicker, easier and less costly. Furthermore, Article 7 of the TFA provides the opportunity
to strengthen the capacity of Customs administrations—most notably in developing
countries—to put in place effective risk assessment procedures that facilitate trade while
ensuring compliance with customs and other related laws and regulations.
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6.2.4. Free Zone Operators
• Self-regulate to prevent piracy and counterfeiting (e.g., conduct standard due diligence in
accepting businesses into zones).
• Allow and encourage national Customs authorities to evaluate the zone via physical
observation of operations and verification of compliance with tariff and non-tariff
requirements.
• Ensure that managers are open to and provided awareness training regarding techniques
and methods of smuggling and fraud by illicit traffickers including how lack of proactive
action can affect the reputation of the FTZ as well as facilitate the movement of illicit
goods.
• Provide unconditional access to the competent authorities, in accordance with domestic
laws, to carry out unobstructed, ex officio enforcement checks of operators in support of
investigations of violations of applicable laws and regulations.
• Prohibit legal or natural persons convicted of illegal economic or financial activities from
operating within FTZ.
• Ensure that economic operators active in the FTZ maintain detailed digital records of
all shipments of goods entering and leaving the zone, as well as all goods and services
produced within it, sufficient to know what is inside the zone at any given time.
• Demand that national Customs apply best practices in exercising authority in zones (e.g.,
use ordinary company records as primary control documents in determining Customs freezone status and in changing the Customs regimes).
• Incentivise electronic payment for any commercial or financial transaction of the economic
operators active in the FTZ occurring inside or originating from the FTZ, and ensure the
traceability of cash transactions.
• If the national government has committed to WCO SAFE Standards and has an AEO
program, consult with the Customs authority for AEO recognition. If the country has
notified the WCO of its intent to follow SAFE, but the national Customs authority does not
yet have an AEO program, encourage the authority to meet this commitment.
• For ease of goods status validation, consider the interface and exchange of data with the
national Customs automated systems. Recommend that FTZ companies do the same.
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